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LONDON AMBULANCE SERVICE

JOB DESCRIPTION

	Job Title:
	IM&T Network Service Manager 

	Directorate:
	Information Management & Technology (IM&T)

	Reporting to:
	Head of IM&T Infrastructure 

	Responsible for:
	Advanced Technical Specialists, and specialist contractors

	Location:
	Based at Fielden House, London Bridge

	Grade:
	AFC 8B + 20% High Cost Area and up to 9.5% On-call Supplements (Subject to Min/Max) 


Job Purpose

Working as a senior technical and management expert, the IM&T Network Service Manager has complete management responsibility for all the network services across the Trust. These services include 
· The data and telephone networks underpinning  the Emergency Operations Centres, other control rooms and the mobile data dispatch facility,
· Associated telephony applications such as multiple site Automatic 999 Call Distribution, CLI, CTI, Call Management Systems and voice recorder systems

· The Trust’s comprehensive wide area data network and all telephony services used by both operational and support functions at around 100 sites.
· Connections to external networks such as the internet, N3, public and private telephone networks and other agencies networks (such as the Metropolitan police and BT EISEC). 
The IM&T Network Service Manager will specifically and proactively manage the technical environment in order to ensure maximum availability and efficient operation of the Trust’s 24/7x365 business critical network services that are relied upon for real time operations across the operational Areas and in the Emergency Operations Centre, Urgent Operations Centre, Incident Control Room & Fall Back Control.
The Network Service Manager will also own the relatively complex contractual and partnership relationships with the NHS New National Network (N3), the London Local Service provider and services provided through framework agreements.
This Manager will lead and oversee the development and implementation of additional and new network related services within the Trust, enabling new and exciting ways of working in line with the Trust’s and national programmes

The Network Service Manager will fundamentally change working practices within the Directorate and the relationship with ‘customers’ across the Trust. This will be achieved by the implementation of the ITIL (Information Technology Infrastructure Library); the industry recognised best practice framework and de facto standard for IT service provision and engagement with senior business process owners.
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Key Tasks and Responsibilities
Management Responsibilities

· Take overall responsibility for technical delivery of the Trust’s Network Services providing the highest level of expertise, a centre of excellence and recognised point of contact.
· Be responsible for ensuring the Trust’s network services are always fully available and operating at optimal performance levels, and that appropriate arrangements are implemented to manage and maintain the 24x7 operational requirements of the LAS.
· Act as the primary interface for internal customers, responsible for all of the issues across the Trust’s network services. 

· Manage the Trust’s network services on a daily basis, focusing on the achievement of agreed service levels (SLA), asset management, Key Performance Indicators (KPIs), performance reviews and proactive supplier performance monitoring, and where appropriate taking direct action to recover the Trust’s network services in the event of disruption acting on own initiative. 
· Provide day to day management of advanced IM&T specialist staff and contractors.  This includes developing KSF, carrying out PDR/PDP, conduct monthly supervisions and yearly appraisals, training, staff sickness, welfare, discipline, time keeping, etc.

· Ensure the prompt and correct response to any Incidents and Problems (ITIL specific terms) with the Trust’s network services. This will entail ensuring support is provided through the IM&T Service Desk and that the Service Desk is the Single Point of Contact (SPOC) for all IM&T incidents (queries, requests, faults etc) for all LAS staff.

· Provide management, advice and support in preparation for and during major operational events and incidents, at strategic and tactical levels, using specialist knowledge of the Trust’s network services, and using relationships built up with suppliers and other agencies.

· Manage complex projects and budgets (procure hardware/software, services, consultancy etc) in order to deliver network solutions to business critical requirements across the Trust, in accordance with PRINCE2 methodology. Where appropriate programme managing multiple simultaneous projects and initiatives to ensure that the department’s and Directorate’s Strategic Objectives are achieved.

· Advise on job related health and safety, security, licensing responsibilities, disaster recovery and business continuity, VDU legislation, requirements of the Data Protection Act and knowledge of all appropriate procedures.
· Manage own work schedule efficiently, i.e. prioritisation of complex activities to the needs of the LAS and demonstrating flexibility when unforeseen circumstances arise.

· Provide out of hours support to specific services within the LAS as part of an on-call rota as defined by the Directorate on-call arrangements. This involves working under pressure with a high-degree of autonomy. 

· Be responsible for developing reporting processes to feedback network and service availability statistics to the Senior Management Group (SMG) and other relevant managers.

Financial Management

· Budget holder for large projects spanning several departments with budgets in excess of £50k. Manage resources effectively within agreed financial budgets and ensure that all expenditure is correctly costed and verified. Influence IM&T purchasing decisions by evaluating options and recommending products and solutions.

· Comply with the budget setting process to ensure that appropriate funding is secured for the support and development of the Trust’s network services.  Assist the Head of IM&T Infrastructure  in setting longer term strategy and budget forecasting.
· Responsible for the development, resourcing and financial management of the Trust’s network service environment.
· Manage relationships with key suppliers such as BT, Cable and Wireless, Vodafone, Orange, Siemens and Avaya, ensuring proactive performance measurement is carried out. Chair periodic supplier performance meetings and ensure that the LAS is receiving value for money.
Service Management and Development

· As the management lead and technical specialist, be responsible for all ongoing design, development and support of the Trust’s network services in line with the requirements of key business users.

· Apply communication, analytical, and problem-solving skills in order to resolve highly complex diverse technical problems (such as system errors, failure due to IP or manufacturer specific protocol anomalies, breaches of security or confidentiality and faults that occur with the Trust’s network services) where frequently there is no obvious solution. This will often require intense concentration, advanced analysis, interpretation and comparison between numerous solutions and the use of specialist software tools and hand tools required to repair intricate network components requiring high levels of hand to eye co-ordination.

· To liaise with the appropriate internal and contracted parties to ensure a satisfactory resolution to the problems on a timely basis, actively pursue escalation where necessary, ensuring minimal disruption of service where possible. 

· Where appropriate dynamically form teams of specialists from different areas to address urgent problems. 

· Analyse and provide operational impact assessments of planned, emergency and sporadic outages notified through the Trust’s IM&T change Control processes or as a result of a failure. This will require the ability to analyse the complex technical information, and with an expert understanding of the underlying technologies, the LAS implementation and a good understanding of LAS operational matters, to advise the appropriate level of operational management of the impact.

· During the planning of network upgrades and outages and in reaction to network failures, positively influence, through diplomatic negotiation, suppliers and other parties who may have differing priorities and views so that the risk to the Trust is minimised.
· Plan and implement proactive preventative maintenance and equipment reconfiguration programmes as needed across the entire the Trust’s network Service environment.

· Plan and implement complex system upgrades as necessary, ensuring disruption to service is minimised and robust contingency ‘roll back’ arrangements are in place.

· Adhere to and enforce the directorates ITIL Change management policies and procedure to ensure minimum risk and downtime to the trust.

· Identify, procure or develop utilities in support of the services.

· Proactively manage the database environments related to Trust’s network Services to achieve high availability and performance, including implementation of software, to monitor performance data and make it available centrally for development as management information.

· Oversee the continuous enhancement and development of the current network and associated systems.  Ensure system changes are introduced in a controlled manner following rigorous testing in accordance with IM&T procedures – using the ITIL methodology framework.

· Undertake research projects within and outside of the department, proactively researching issues and opportunities, design solutions and proposing appropriate ways forward commensurate with the business needs of the Trust and to develop business cases to support proposed changes.

· Research and evaluate developments within Connecting for Health (NPfIT), N3, and Local Service Providers and make recommendations based on feasible business cases.

· Provide consultancy on business systems related to the Trust’s network Services, that will improve internal and external services. For example providing an active contribution to the CAD2010 project applying expertise and experience in quality reviews and testing as required. 

· Formulate long term (up to 5 years) strategic plans for the Trust’s network Services in terms of resource, costs, business continuity, availability and impact.

· Develop, implement and have responsibility for security processes, policy, documentation, instructions and guidance for access to and the handling of sensitive information relating to system security and the security of staff and patient data. The Trust’s data network is a secure system and there are a number of security responsibilities held by the Trust and those who manage the systems for the Trust. 

· Develop, implement and ensure compliance of Trust wide IM&T policy throughout the LAS using effective and professional communication skills with all levels of personnel within the LAS.

· Ensure optimal system operation including effective backup, recovery/restore testing and general housekeeping in line with best practice.
· Establish and promote effective methodologies for the IM&T Directorate in order to ensure a high-level of quality control. e.g. ISO standards etc.
Communications

· Take the lead on communication with senior business users regarding the ongoing development of the Trust’s network Service environment. 
· Liaise and negotiate with internal and external customers, to ensure products and services are “Fit For Purpose” and are efficient and cost effective.

· Attend on behalf of the Trust (chairing where appropriate) interdepartmental, national, inter-agency and external meetings and represent the IM&T Directorate within project boards/forums as the “Senior User/Supplier”, ensuring the effective development and deployment of changes to services and at times presenting complex, sensitive and contentious information.

· Liaise with Directors, Senior Mangers and attend SMG meetings when necessary to raise awareness and understanding of network related issues and produce and distribute monthly service availability reports to SMG.

· Use tact and diplomacy skills to aid in the dissemination of complex information to internal and external customers at all levels.

· Present, interpret and explain complicated information to large groups of people in order to influence understanding and change.

· Proactively establish and maintain effective and consistent working and technical management relationships with suppliers and providers of shared services such as N3.

· Liaise with external organisations to ensure that LAS’s IM&T systems are compatible and future requirements are understood. 

· Develop and deliver specialist technical training courses and user guides to a large group of staff and present at conferences, workshops, road shows etc.

· Create a network section on the Intranet and fully utilise it for communication with all internal customers on progress with projects, information systems service availability, planned and unplanned downtime etc.
Other Tasks
· Ensure the security rules of the Trust and national security responsibilities are implemented for all ongoing, development and maintenance activities and any breaches are dealt with appropriately.
· Coordinate cross-Directorate teams to ensure emergency work is carried out seamlessly. For example exercising of fall back arrangements involving customers, and colleagues from other IM&T departments. 
· Assist the other IM&T department heads and other senior managers on achieving their strategic objectives.

· Investigate complaints, frequently related to sensitive issues, through the escalation procedure. This will include incidental contact with patients, clients and the public. 
· Undertake such other duties commensurate with the grading of the post as deemed appropriate by the Director of IM&T from time to time. 

Key Relationships
· ACAO – Head of EOC
· ACAO – Head of UOC

· Senior Managers at all levels

· IM&T Directorate staff

· All levels of staff within the London Ambulance Service

· Suppliers, 3rd party companies, contractors and consultants
· Regulatory bodies

· Standard bodies

· NHS Trusts including hospitals and Ambulance Services
· Public sector organisations

LONDON AMBULANCE SERVICE
PERSON SPECIFICATION

	Job Title:
	IM&T Network Service Manager

	Location:
	Based at Fielden House, London Bridge


Education and Experience

· Educated to Masters Degree level in an IT related subject or with a Degree with an additional professional relevant IT qualification or equivalent relevant senior technical management experience within an IT department.
A/I
· Professional network IT qualifications i.e. CCNA/CCNP or equivalent.
A/I
· Experience of managing specialist network staff, contractors and suppliers, with experience of management responsibilities e.g. staff, financial and delivery performance in an enterprise environment (over multiple sites to 1000+ customers/users).
A/I
· Extensiveexperience of hands on support of networked voice and data services providing technical support in complex and critical systems enterprise environments. Desirably this would include extensive experience of Cisco data and IPT networks, PIX/ASA firewalls and DMZ management and Avaya telephony services. 
A/I/T
· Advanced knowledge of multi-site applications associated with voice and data network services, such as. CLI, CTI, ACD, Call Management Systems, voice recorder systems and mobile data network technologies; with experience of installing, configuring, administering and troubleshooting at enterprise level. A/I/T
· Extensive working knowledge of mission critical communications and the need to provide high levels of service in support of key business objectives.
A/I
· Information Technology Infrastructure Library (ITIL) Foundation level qualified or ability to obtain qualification
A/I
· PRINCE2 Project Management Foundation level qualified or ability to obtain qualification
A/I
· Experience of developing and delivering technical training courses and user guides to a large group of staff
A/I
· Extensive experience of developing and implementing organisation-wide IT related strategies, policies and procedures.
A/I
· Working knowledge of the Microsoft suite of office automation products, particularly Word, Excel, Outlook and Exchange email server.
A/I
· Extensive experience of working with conflicting, highly complex, highly contentious and highly sensitive information.
A/I
· Extensive experience in systems and business analysis with the ability to write system specifications and documentation to a professional standard.
A/I
· Experience of creating testing plans and following structured methodologies.
A/I
· Extensive experience of producing, analysing and interpreting information in a work environment, including manipulating data sets, analysing data, presenting findings in appropriate formats and making recommendations.
A/I
· NHS/Public Sector experience or the ability to quickly adapt to the specific management and resource issues.
A/I
Knowledge, Skills and Abilities

· Demonstrable skills commensurate with fulfilling the role of lead specialist on mission critical applications e.g. Control services data network and 999 telephony services.
A/I
· A good overall knowledge of underpinning network technologies with advanced knowledge in a number of the following areas; Cisco data and IPT networks, PIX/ASA firewall and DMZ management, Avaya telephony services, CLI, CTI, ACD, Call Management Systems, voice recorder systems and mobile data technologies;
A/I/T
· Extensive and advanced knowledge of enterprise or emergency service system provision and the high levels of performance required.
A/I
· Ability to think logically and clearly and be able to make rational decisions in emergency situations, with the ability to respond quickly and accurately to important and contentious organisational issues.
I
· Ability to analyse complex and conflicting data sets and analytically solve complex problems and make informed recommendations based on detailed data analysis – often where the solution requires a new approach and does not rely on existing solutions.  I
· Ability to achieve highest levels of quality under extreme pressure by working methodically and paying attention to detail.
I
· Ability to concentrate when carrying out detailed analysis of information systems over sustained periods, while having to deal with interruptions, emergencies and unpredictable issues. I
· Ability to use different influencing skills appropriate to the outcomes of findings, especially when findings do not support initial assumptions or expectations or where opinions differ.   I
· Ability to make decisions on how issues should be resolved and how results are best achieved, implementing those decisions as appropriate.
I
· Advanced keyboard skills to input a large amount of data quickly and accurately.

I
· Excellent written and oral communication skills in order to articulate recommendations and persuade staff at all levels.
A/I
· Excellent time Management ability.
A/I
· Excellent interpersonal skills with the ability to use tact and diplomacy to promote team working as an essential characteristic within the Directorate.
I
· High-level of personal motivation and discipline, with the ability to work independently using own initiative or as part of a team and a high-level of energy and enthusiasm with the ability to motivate others. I
Other

· Demonstrable awareness and commitment to contributing to the achievement of the service’s vision, and behaviour consistent with the service’s values.
I
· Demonstrable understanding of and commitment to the Trust’s equal opportunity and diversity policies both as an employee and as a provider of public services.
I
· Positive and demonstrable commitment to personal and career development by a continuous record of achievement.
I
· Prepared to work flexible hours and travel within the area served by the Trust.
A/I
· Acceptable attendance record in accordance with standards set out in LAS policies. A
· Occasional physical effort needed to lift, push, pull IT equipment, tables etc when setting up testing environment or equipment for a department. A
· No current or pending disciplinary sanctions.
A
· Current driving licence (preferably clean). A
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