LONDON AMBULANCE SERVICE NHS TRUST

JOB DESCRIPTION
JOB TITLE
IM&T Networks Advanced Technical Specialist

LOCATION


Based at London Bridge, SE1
GRADE



AFC Band 7 + 20% High Cost Area 
REPORTING TO
Networks Manager

PURPOSE OF JOB


· Lead specialists for the support and maintenance of the London Ambulance Service Voice and Data systems (e.g. telephones, EOC, network, radios, MDTs etc). Responsible for ensuring that the systems are operational and maintained 24/7 x 365, implement future upgrades using Prince2 methodology, carry out comprehensive testing and create policies and procedures. This includes reconfiguring, developing and updating existing systems using research methodology, for example constant testing of equipment and regularly adapting the 999 call taking equipment to meet new requirements.
· Research, propose and manage policy and service changes, advise, recommend and initiate solutions. This will involve developing business cases to improve services, reduce costs, ensure business continuity across the Trusts clinical and non-clinical services.

· Provide specialist knowledge and technical support underpinned by theory through the IM&T Service Desk and ensure that the Service Desk is the Single Point of Contact for all IM&T incidents (queries, requests, faults etc) for all LAS staff. Managing this in accordance with the ITIL Best Practice Framework.

· Manage outsourced company CTS (largest LAS contract £1.2m per annum) and other key suppliers such as Siemens and Vodafone; ensuring proactive performance measurement is carried out. Chair monthly meetings and ensure that the LAS is receiving value for money.

· Day to day management of junior IM&T Networks Staff and contractors. This includes providing specialist training, developing KSF, carrying out PDR/PDP, conducting monthly one-to-ones, yearly appraisals, training, staff sickness, welfare, discipline etc.

· Plan and organise a wide-range of complex activities including formulating and adapting plans or strategies which impact both clinical and non-clinical areas within specialist projects and across the Trust. Such as initiating new protocols for trust-wide pager operations resulting from text message failure during 7/7.
MAIN TASKS AND RESPONSIBILITIES

· Provide 3rd level (highest level) IM&T Service Desk support on Voice, Data and radio systems to all internal and external customers. Manage and own incidents in order to ensure prompt and successful resolution. Working to achieve agreed objectives with freedom to act and advise whilst managing own time. Act as lead specialist in own area.

· Ensure incidents are resolved within Service Level Agreements (SLAs) and provide Management Information reports on IM&T activity and performance (use KPIs where appropriate)

· Responsible for strategic planning such as the planning and implementation of communication systems (voice/data/radio) for major incidents and special events such as 7/7, London concerts, sporting events, Carnival etc.

· Responsible for the planning, development, review, update, upgrade and introduction of major new IM&T systems to meet user requirements, such as the N3/NHSNet network, London Ambulance Radio Project (LARP), CAD etc.
· Raise or highlight any issues or potential issues applicable to IM&T service delivery

· Attend (Chair where appropriate) interdepartmental and external meetings and represent the IM&T Directorate within project boards/forums as the “Senior User/Supplier”, presenting complex, sensitive and contentious information. 

· Develop, implement and ensure compliance with IM&T policy throughout the LAS using effective and professional communication skills with all levels of personnel within the LAS. Provide documentation, instructions and guidance for the handling of sensitive information relating to staff and patient data including security and backup strategies.  This includes incidental contact with patients and clients when dealing with sensitive issues such as complaints.

· Produce and maintain extensive specialist technical documentation covering all aspects of equipment and network records.

· Budget holder for large projects spanning several departments with budgets in excess of £50k. Manage resources cost effectively within agreed financial budgets and ensure that all expenditure is correctly costed and verified. Make IM&T purchasing decisions by evaluating options, recommending and specifying products and service solutions.

· Analyse, investigate and resolve complex IM&T related issues and problems affecting the telecoms systems, voice & data networks, mobile data networks, mobile voice networks including radio and access to the private and public networks.

· Apply communication, analytical, and problem-solving skills to carry out the detailed analysis and diagnosis of diverse and complex problems such as system errors, breaches of security or confidentiality and faults that occur with IM&T voice and data systems. To liaise with the appropriate internal and contracted parties to ensure a satisfactory resolution to the problems on a timely basis, actively pursue escalation where necessary, ensuring minimal disruption of service where possible. This will require the use of specialist software tools and hand tools required to repair intricate network components requiring high levels of hand to eye co-ordination.

· To be physically able to carry out all duties which will include VDU work, occasional heavy physical exertion when changing kit in racks (particularly UPS) with frequent requirement to carry and move equipment without aids, with a combination of sitting, standing and walking throughout the working day. Occasional exposure to unpleasant working conditions such as dusty and restricted access (e.g. cable routes, small data cabinets) and extremely cold or hot environments including tunnels and chilled Comms Rooms.

· Work throughout the Trust on a mobile/field basis and carry out installation and maintenance of hardware and software when necessary at various locations with freedom to act and make decisions whilst managing own time.

· Responsible for the implementation and compliance of IM&T policy throughout the LAS using occupational guidelines.
· Provide instructions and guidance for the handling of sensitive information relating to staff and patient data, including security and backup strategies

· Advise on job related health and safety, security, passwords, viruses, backup procedures, software licensing, VDU legislation, restore and recovery of data and requirements of the Data Protection Act and knowledge of all appropriate complex specialist procedures and ensure responsible, proper and safe use of IM&T equipment by users.

· Effective and professional communication with all levels of personnel within the Service
· Manage your own work schedule efficiently, i.e. prioritisation of complex activities to the needs of the LAS and demonstrating flexibility when unforeseen circumstances arise using own judgement and developed time management skills.

· Frequent concentration required on areas of specialist knowledge with the ability to deal with frequent interruptions. This will include intense concentration on vital systems, for example, CTAK systems failure will require intense concentration to find a quick work around and then a complete permanent solution.

· As lead specialist in a fault environment for a high demand 999 system, highly emotive conditions and occasional distressing circumstances will be experienced, eg. When reviewing tapes under complaint by MI or dealing with patient complaints.

· Provide out of hours support to specific services within the Trust as part of an On Call rota as defined by the Directorate on-call arrangements. This involves working under pressure with the highest degree of autonomy.

· Specify, initiate, document and follow up orders to suppliers of equipment, works and services ensuring compliance with the LAS Standing Financial Instructions and procedures.

· Actively involved in the ITIL implementation project. Develop ITIL Processes and ensure the IM&T Directorate adheres to the processes and that the Service Desk is not circumvented.

· Develop and deliver specialist technical training courses and user guides/documentation to a large group of staff at conferences, workshops and roadshows.

· Carry out other relevant duties when required.
· KEY RELATIONSHIPS

· Work alongside all departments of the IM&T Directorate to provide an effective service for LAS.

· All levels of staff within the London Ambulance Service NHS Trust.

· All Senior Managers and Directors.

· PTS Control and hospital Trust staff including site managers, Estates Departments, IM&T Departments and hospital authorised officers and ad hoc hospital staff.
· A&E Ambulance Service
· LAS Training Centres and Officers.
· External third party communications system maintainers and suppliers.

· External private network service providers and maintainers.

· Private Antenna Site maintainers and providers
· Police and Civil Defence Authorities.
· National and Private Ambulance Services and 3rd party Healthcare providers.
· Regulatory and industry standard bodies such as OfCom, IEEE etc.

KEY RESULT AREAS AND PERFORMANCE MEASURES

· Undertake an annual Personal Development Review/Plan to assist in your job duties and career.

· Regular one-to-ones (supervisions) with clearly defined objectives.

· Service Level Agreement (SLA) measurements. For example, 70% of calls resolved at the first point of contact and 90% of calls resolved within 1 week.

· Ensure vital Voice and Data systems are available to the LAS at all times, within the agreed parameters.
· Ensure the availability, maintenance and production of up-to-date operating manuals and that all relevant staff are trained and competent to undertake assigned tasks on a day-to-day basis.
· Work towards, support and develop procedures to aid LAS ORCON performance targets.
LONDON AMBULANCE SERVICE NHS TRUST

PERSON SPECIFICATION

JOB TITLE


:
IM&T Networks Advanced Technical Specialist

LOCATION


:
Based at London Bridge, SE1
Listed below are the key requirements to perform this job. Candidates will be assessed against these criteria.

EDUCATION AND EXPERIENCE

· Educated to degree level or equivalent in specialist IT related subject with additional specialist training and knowledge. A,I
· Professional IT qualifications i.e. CCNA/CCNP or equivalent. A,I
· Information Technology Infrastructure Library (ITIL) Foundation level qualified. A,I
· PRINCE2 Project Management Foundation level qualified. A,I
· Five years or above,  IT support experience in a complex and critical Voice and Data environment providing advanced specialist technical support over multiple sites to 1000+ customers/users on IPT, LAN/WAN, PABX, Radio (ICCS) switch systems and radio systems. A,I
· Five years or above, experience of managing staff, contractors and suppliers.I
· Experience in developing and delivering technical training courses and user guides to large groups of staff. A,I
· Advanced knowledge of troubleshooting Microsoft Office Suite - XP/2003, Access database etc I
· An in-depth knowledge of troubleshooting Microsoft Operating systems including Windows XP. I
· Extensive experience of IT Service Desk Applications. A,I
· Extensive specialist troubleshooting Voice and Data hardware and software faults. A,I
· Extensive experience of IT security (firewalls, Antivirus and AntiSpyware). A,I
· Extensive experience of preparing and writing professional business reports. A,I
· Extensive experience of writing policies and procedures aligned with ITIL. A,I
· Extensive experience of managing and achieving Service Level Agreements (SLAs). A,I
· Experience of managing budgets in excess of £100k .I
· Extensive project management experience including PRINCE2 knowledge and practice. A,I
· Evidence of personal and continuous career development. A,I
· Extensive experience of Cisco networks and equipment including monitoring tools. A,I
· Experience of database development and administration. I
· Experience in systems analysis and business analysis A,I
· Experience of working in an NHS organisation. I
· Documented evidence of personal development. A,I
KNOWLEDGE, SKILLS AND ABILITIES

· Energy, enthusiasm, self motivating and able to motivate others. I
· Excellent leadership and team working skills. I
· Excellent troubleshooting and analytical skills. I
· Proven ability to work without supervision, under pressure and to deadlines without compromising standards of performance. I
· Excellent verbal and written communication skills and the ability to communicate successfully with all levels of personnel. A,I
· Be customer focused with an excellent telephone manner. A,I
· Ability to analyse and translate highly complex specialist IT issues and to communicate with customers in respect of problem identification and resolution. A,I
· Proven ability to manage, plan and prioritise workload with excellent time management. A,I
· Ability to interpret numerical data and make logical deductions.I
· Ability to process highly complex data. A,I
· Ability to convey data of a sensitive nature tactfully and professionally. A,I
· Ability to carry and install rack mount and standalone network and server equipment in restricted space. A,I
· Ability to sustain prolonged periods of intense concentration and periods of frequent interruptions where an immediate change in focus is required. A,I
· Ability to manage conflicts between departments, suppliers and project teams. A,I
· Ability to maintain and administer systems critical to the provision of services to the LAS and the public in an end user environment. A,I
· Ability to identify and report the inappropriate use of IM&T equipment. A,I
· Commitment to personal continuous development. A,I
· Professional business appearance. A,I
· Low level of absence due to sickness in the last two years. A,I
· Confident and assertive with excellent presentation skills. A,I
· Possess a flexible but methodical approach to work. A,I
· Flair and initiative to introduce innovative tools/technologies to the LAS. A,I
· Strong leader with the ability to develop and mentor staff. A,I
· Extensive use of information systems and preparation of statistical reports and management information. A,I
· Ability to work outside of normal working hours on a regular basis. A,I
· To be a full UK driving licence holder A,I
