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LONDON AMBULANCE SERVICE

JOB DESCRIPTION

	Job Title:
	Head of IM&T Security & Service Delivery  

	Directorate:
	Information Management & Technology (IM&T)

	Accountable to:
	Director of Information Management & Technology

	Location
	Fielden House – London Bridge


Main purpose of job
As a member of the IM&T Senior Management Team, this role will be pivotal in providing and supporting IM&T within the LAS 

Provide full line management for the IM&T Security & Service Delivery Department within the Information Management & Technology Directorate of the London Ambulance Service.  This will include the direct management of the following internal teams: Information Security, Service Level Management, Service Desk, Finance & Administration and Business Continuity.   
Working as a senior manager within the IM&T Management Team, the aim is to bring together all the functions that oversee the effective delivery of IM&T service.  In many ways this role will be seen as the customer champion and gatekeeper for the IM&T Directorate.

The role will lead continued improvement to the levels of IM&T services and support to the LAS.  Where appropriate this role will lead and support change to corporate policies as well as working practices within the Directorate.  It will maximise business benefits through efficient use of Service Level Management and provide ITIL best practice.  Through research & development, it will direct the work of Information Security, the Service Desk and Business Continuity functions to ensure truly leading edge innovation to both protect and develop IM&T for the LAS.  It will implement and continually develop the Finance & Administration function to drive out inefficiencies, particularly in process.
Working with other members of the IM&T Management Team, the Head of Security and Service Delivery will implement a customer focused service delivery approach based upon ITIL (Information Technology Infrastructure Library). It will implement the necessary practices and procedures (i.e. SLAs, security standards) to ensure an appropriately controlled IM&T Security and Service Delivery environment for the Trust. 
Key Tasks and Responsibilities
Management Responsibilities

a. Manage the IM&T Security and Service Delivery Department on a daily basis.   Take direct responsibility for recruitment, appraisals, regular 1:1’s performance management, personal development and training, welfare, grievance and disciplinary issues.

b. Develop and implement a range of directorate & corporate-wide IM&T policies and procedures, such as security polices on behalf of the IM&T Directorate. 

c. In terms of service development, implement and establish as best practice, new ways of working for the IM&T Directorate in order to deliver efficient and effective quality services.
d. Responsible for the effective operation of information security and service management systems.

e. Responsible for the instigation, coordination, implementation and overall management of IM&T Research & Development activities relating to the complex field of information security.  

f. Lead senior IM&T manager on the area of information security and service delivery issues.  Interpret local and national policies and advise IM&T Directorate and organisation on their interpretation.

g. Ensure a focus on service definition, agreed SLAs, asset management, Key Performance Indicators (KPIs) and reviews.  

h. Plan, prioritise and manage the workload of the department to set targets, provide direction, guidance and advice. Amend plans and re-prioritise tasks to meet changing demands and co-ordinate numerous tasks and activities at any one time.

i. Work with the Director of IM&T in formulating and costing the IM&T Strategy.  Take specific responsibility for the Security and Service Delivery aspects of the strategy.

j. Using well developed analytical skills, manage the resolution of complex technical problems where there is no obvious solution. This will often require intense concentration, advanced analysis, interpretation and comparison between numerous solutions.

k. Manage staff of both internal and external resources. For LAS staff within the Security and Service Delivery Department, ensure that Personal Development Reviews are completed in line with policy and that training requirements are identified and implemented. Deal appropriately with HR issues.   
l. In conjunction with the other Department Heads, ensure that ALL suppliers perform to the level required by the specified service contracts.  
m. Matrix manage / co-ordinate with peer Department Heads to ensure cross-discipline support arrangements are understood and are in place.  
n. Project management in accordance with PRINCE structured methodology, implemented as appropriate for each circumstance. 

o. In ITIL terms, act as a problem manager when required.

p. Provide out of hours support as part of the Senior Manager on-call duty manager rota.

q. Undertake such other duties commensurate with the grading of the post as deemed appropriate by the Director of Information Management & Technology from time to time.

Information Security

a. Specific Senior Management responsibility for Information Security and Data Protection.  Ensure that policies and procedures are both effective in terms of protection, but realistic and enabling in terms of supporting real business development.  
b. Ensure that the Security function is effectively managed and efficient in providing a very customer focused protective environment.    
c. Ensure that security patch levels etc are effectively managed on a real time basis and that there is a pro-active approach to security protection, particularly in the form of environmental scanning.
d. Plan long term (up to 5 years) Security and Service Delivery management issues in terms of resource, costs, business continuity, availability and impact.
e. Ensure that the Information Governance Group is appropriately serviced and supported.
f. Instigate/commission periodic audits and penetration tests to ensure security arrangements are fit for purpose. 
g. Lead and direct development activities into ensuring that information security activities remain at the forefront of technological advances.
Service Desk

a. On behalf of the IM&T Directorate, oversee the overall performance relating to KPI’s and take pro-active action as required.  Chair the performance improvement meetings – ensure effective control and improvement of services.  Coordinate closely with peer colleagues where appropriate.  The drive for performance delivery must be uncompromising.

b. Ensure that the Service Desk is effectively managed and efficient in providing a very customer focused response.   
c. Ensure information systems are operating efficiently, so that performance measurements can be conducted to provide information to DoH and other external organisations.
d. Manage the prompt and correct response to any Incidents and Problems (these are specific ITIL terms) with systems and services provided by the IM&T Directorate. 
e. Ensure that escalations are actively managed.  

Service Level Management

a. Manage the Service Level function to ensure the full implementation of effective SLAs for both internally and externally provided services.

b. Manage outsourced service contracts for the repair and maintenance of all IM&T systems and services and in conjunction with the other unit Heads.  Ensure that ALL suppliers perform to the level required by the specified service contracts.
c. Communicate clearly and effectively with a wide range of business users to ensure that support and delivery requirements are clearly understood and ensure that they are met. Through consultation, agree service level specifications that are realistic in relation to business needs and available resources.  

Business Continuity

a. Manage the Business Continuity function to ensure a proactive and pragmatic approach to BC & DR arrangements, with a particular view on risk management.  Implement a programme of regular testing and training      

b. Project manage specific BC/DR activities, e.g. Control Room fallback, tabletops etc.
c. Ensure that a 24 X 7 support process is implemented to support the business critical elements (e.g. CAD environment).  

Financial and Administration 
a. Develop and manage multiple budgets across different service areas ensuring accurate financial reporting and that end of year targets are met.  Manage the department revenue budget in excess of £1m per annum for the provision of staff, service and support contracts as well as capital projects.
b. Manage the Finance & Administration function to ensure accurate and efficient use of resources.  Work closely with the Finance Directorate to manage the overall budgets.  Take a pragmatic and where necessary direct leadership role to drive out inefficiencies in terms of internal processes.         

c. Develop and manage a variety of large-scale projects with capital budgets that impact across the whole service.  

d. Comply with the budget setting process to ensure that IM&T Software Development and Support projects are planned and meet the LAS’s Strategic Business Objectives

e. Manage complex projects and budgets (procure hardware/software, services, consultancy etc) for the LAS, which may involve managing cross-department budgets.    
Communications

a. Take the lead on communication regarding the IM&T Directorate on all issues that are relevant to IM&T Security and Service Delivery.   
b. Liaise with Directors, Senior Managers and attend Senior Management Group (SMG) meetings when necessary to raise awareness and understanding.

c. Liaise and negotiate with internal and external customers, to ensure products and services are “Fit For Purpose” and are efficient and cost effective.

d. Use tact and diplomacy skills to aid in the dissemination of complex information to internal and external customers at all levels.

e. Present, interpret and explain complicated information to large groups of people in order to influence understanding and change.

f. Liaise with external organisations to ensure that LAS’s IM&T software systems are compatible and future requirements are understood. 

g. Represent the IM&T Directorate on various internal and external groups.
Key Relationships

a. All levels of staff within the London Ambulance Service.

b. Senior Managers Group (Chief Executive and Directors)

c. Senior Managers at all levels

d. IM&T Directorate staff

e. Suppliers, 3rd party companies, contractors and consultants

f. Regulatory bodies
g. Standard bodies
h. NHS Trusts including hospitals and Ambulance Services

i. Public sector organisations
LONDON AMBULANCE SERVICE

PERSON SPECIFICATION

	Job Title:
	Head of Security & Service Delivery

	Location
	London Ambulance Service Headquarters
Fielden House, London Bridge 


Education and Experience

Essential:
. 

a. Educated to degree level in a specialist IT discipline with post-graduate to Master’s or equivalent qualification in a specialist IT discipline or equivalent demonstrable record of at least 10 years IT experience including at least 5 years experience in a senior management role.
b. Experienced in IT Security with good working knowledge of current issues and trends.  
c. Good working knowledge of at least 2 of the following functions; 
· Service Level Management, 

· Service Desk, 

· Finance & Administration

· Business Continuity.   

with the ability to demonstrate an adequate understanding of the other 2 functions to ensure effective management.
d. Management qualification or equivalent broad experience in managing a multi-discipline staff group.  Extensive experience in dealing with staff issues such as grievance, disciplinary, welfare, appraisals, staff sickness, training etc. Experience of developing and implementing organisation-wide IT related strategies, policies and procedures. 

e. Senior management level experience and the ability of influencing decision making within a large multi-site organisation or with the ability to demonstrate that as a promotion you are ready for this position.  
f. Experience of working with conflicting, highly complex, highly contentious and highly sensitive information.

g. Experienced ITIL practitioner.
h. Good working knowledge of the Microsoft suite of Office Automation products, particularly Outlook and Exchange. 
i. Experience of budget setting and financial management experience of over £1M of separate budgets for different service areas.  
j. Experienced PRINCE 2 practitioner with the ability to apply to complex multi-user systems developments.  
k. Wide ranging knowledge of the IT market place.

Knowledge Skills and Abilities

Essential:
a. Uncompromising approach to delivering Customer Service to internal customers.  Ability to interact with staff at all levels. 

b. A pragmatic and practical approach to implementing and managing security data protection and business continuity.  Ability to maintain a balance between innovation, flexibility and appropriate controls.
c. Ability to effectively manage multi-disciplined teams
d. Good negotiation skills

e. Think logically and clearly and be able to make rational decisions in emergency situations, with the ability to respond quickly and accurately to important and contentious organisational issues.

f. Ability to analyse, manage and resolve complex technical problems within a mission critical environment.  Given the environment, this may also involve working on problems that have not been previously identified.    

g. Good presentation skills. Able to deliver complex technical issues in a clear concise manner to non technical audiences.  

h. Ability to analyse complex and conflicting data sets, with a logical approach.
i. Ability to analytically solve complex problems and make informed recommendations based on detailed data analysis.
j. Excellent written and oral communication skills in order to articulate recommendations and persuade staff at all levels. 

k. PC literate - particular knowledge of Windows, and Windows based products.
l. The successful applicant must be prepared to work flexible hours and if necessary travel within the area served by the Trust.

m. Positive attitude towards learning and development, demonstrated by a record of continuing professional development.
n. Understanding of and demonstrable commitment to equal opportunities as an employee and as a provider of services to the public.
o. Acceptable attendance record in accordance with standards set out in LAS policies.
p. No current or pending disciplinary sanctions.
q. Analytical approach to problem solving.

r. Work without direct supervision and effectively under pressure. 
s. Think logically and clearly and be able to take rational decisions in emergency situations. 
t. Ability to respond quickly and accurately to important issues.
u. Energy, enthusiasm, self motivating and able to motivate others.
v. Ability to work as part of a team.
w. Committed to delivering a customer focused service.
x. A desire to achieve quality solutions.
y. Good keyboard skills and knowledge of using office automation tools.  

Other
a. Demonstrable awareness and commitment to contributing to the achievement of the service’s vision, and behaviour consistent with the service’s values.

b. Demonstrable understanding of and commitment to the Trust’s equal opportunity and diversity policies both as an employee and as a provider of service to the public.
c. Demonstrable commitment to personal and career development.
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