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Risk Managemen  t Strategy and Policy

Key messages

1 All staff must ensure that they identify all clinical and non -clinical risks to the delivery of safe, effective
and high quality services

1 Allstaff must ensure that risks are assessed as soon as is reasonably practicable, identifying controls
to mitigate negative impacts.

1 Whenrisks are identified and are unable to be ¢ ontrolled effectively, then staff have a responsibility to
ensure that they are escalated to appropriate individuals for further review and con sideration of how
risks will be managed and recorded

T The Trust Board have set the o6risk appetit edhinfrsk t he
registers must be assessed to ensure that they meet the threshold s set.

1  Staff with identified respons ibilities for managing risk in the organisation must ensure that they
receive training that is appropriate to their level of accountability and responsibility.

Summary

London Ambulance Service  (The Trust) Board recognises that the provision of healthcare a nd
the activities associated with the treatment and care of patients, employment of staff,
maintenance of premises and managing finances by their nature incur risks.

The Trust is committed to implementing the principles of good governance, defined as:

The system by which the organisation is directed and controlled to achieve its objectives and
meet the necessary standards of accou ntability, probity and openness

The Trust recognises that the principles of governance must be supported by an effective risk
management system that is designed to deliver improvements in patient safety and care as
well as the safety of its staff, patients and visitors.

This strategy and policy describes a consistent and integrated approach to the management
of all risk across  the Trust.

The Trust is committed to having a risk management culture that underpins and supports the
business of the Trust. The Trust intends to demonstrate an ongoing commitment to improving
the management of risk throughout the organisation

Where thi s is done well, this ensures the safety of our patients, visitors, and staff, and that as
an organisation the board and management is not surprised by risks that could, and should,
have been foreseen.

Strategy and business risks are not necessarily to be avoided, but, where relevant, can be
embraced and explored in order to grow business and services, and take opportunities in
relation to the risk.

Considered risk taking is encouraged, together with experimentation and innovation within
authorised limits.  The priority is to reduce those risks that impact on safety, and reduce our
financial, operational and reputational risks.

London Ambulance Service (The Trust) Page 3 of 46

Risk Management Strategy and Policy

organi



Quality and  Assurance Support

Quality and Assurance Directorate

Scope
Risk Management activities applies equally to all staff and individuals employed by the Trust
including ; contractors, volunteers, students, locum, agency and staff employed with honorary
contracts .
1 Purpose
Risk management is both a statutory requirement and an indispensable element of good
management.

1.1 Strategy Statement:

The purpose of the Risk Management Strategy is t o provide the overarching principles,
framework and processes to support managers and staff in the management of risk by
ensuring that London Ambulance Service (the Trust) is able to deliver its objectives by
identifying and managing risks, enhancing oppor tunities and creating an environment that
adds value to on-going operational activities

The Trust is therefore committed to;

1 Adopting best practice in the identification , evaluation and cost effective control of
risks to ensure that they are reduced to an acceptable level or eliminated as far as is
reasonably practical.

f Maxi mising opportunities to achieve the Trustods ob
provisions.

The Trust acknowledges that some risks will always exist and never be eliminated and accepts
responsibility for risk where this occurs.

The Trustés overall strategic aim is to matggml pate ef f ec
of everyday management practice. This is achieved by having a comprehensive and cohesive

risk management system in place which is underpinned by clear responsibility and

accountability arrangements throughout the organisational structure of the Trust . These

arrangements are set out in the following documents; Standing Financial Instructions,

Scheme of Delegation and Authorisation from the Board of Directors, Standing Orders from

the Board of Directors.

The Trust has adopted a holistic approach to risk management inco  rporating both clinical and
non -clinical risks. Including but not limited to; strategic, financial, operational, regulatory,
environmental and reputational risks.

The Trust has the following risk management objectives;

1 Minimise the potential for harm to patients, all staff and visitors to a level as low as
reasonably practicable.

1 Protect everything of value (such as high standards of patient care, staff safety,
reputation and assets or income streams).

1 Anticipate and respond to cha nging circumstances (social, environmental, legal,
financial etc .).

1 Maximise opportunity by adapting and remaining resilient to changing risk factors.

1  Ensure that risk management is clearly and consistently integrated and not managed
in silos.

1 Consider compliance with hea Ith and safety regulations, insurance, accreditation and
legal requirements as a minimum standard.

London Ambulance Service (The Trust) Page 4 of 46

Risk Management Strategy and Policy



Quality and  Assurance Support

Quality and Assurance Directorate

1 Inform policy and operational decisions by identifying risks and their likely impact.

These objectives will be achieved by;

1 Clearly defining the roles, responsibilities and reporting lines with in the Trust for risk
management.

1 Including risk management issues when writing reports and considering decisions.

1 Demonst rating the application of risk management principles in all activities of the
Trust.

1 Reinforcing the importance of effective risk management as part of the everyday work
of all staff employed or engaged by the Trust.

1 Maintaining aco mprehensive risks regi  ster (Datix ) of both clinical and non  -clinical
risks and reviewing the same on a periodical basis.

1 Ensuring controls are in place, effective to mitigate the risk and understood by those
expected to apply them.

1 Ensuring gaps in control are rectified and a ssurances are reviewed and acted on in a
timely manner.

1 Maintaining documented procedures, withinDatix (t he Trustdés | ntegrated F
Report), of the control of risk and provision of suitable information, training and
supervision.

1 Preparing contingency pl  ans to secure business continuity where there is a potential
for an event to have a major impact upon the Trust

1  Monitoring all arrangements continually and seeking continuous improvement.

1.2  Policy Statement

The Board of Directorsi s committed to the active management of risk, providing better care
and a safer environment for patients, staff and other stakeholders. The aim is to achieve this
without compromising flexibility, innovation and best practice in the delivery of patient
diagnosis, treatment and rehabilitation.

The purpose of the Risk Management Policy is to identify the proactive systems used by The
Trust to effectively identify and manage its risks with the aim of protecting patients, staff and
member s of the public as we |l as its assets.

The Trust recognises that the provision of healthcare and the activities associated with the
treatment and care of patients, employment of staff, maintenance of premises and managing
finances by their nature incurs risks.

The Trust accepts i ts corporate responsibility to provide the highest standards of patient care
and staff safety and as such, the process of risk management is viewed as an essential
component in maintaining and improving standards in the Trust.

The objective of th e Policy is to ensure that the Trust has an effective system for identifying
and managing risks with the aim of;

1  Achieving its objectives

1 Protecting patients, staff and members of the public; and

1 Protecting assets.
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2.1

2.2

23.

2.4

25

2.6

Introduction

The Trust recognises that healthcare provision and the activities associated with caring for
patients, employing staff, operating premises and managing finances all involve risk.
Uncertainty of outcome is how risk is defined. Risk management includes identifying a
assessing risks and responding to them.

The Trust is committed to;

1  Adopting best practice in the identification, evaluation and cost effective control of
risks to ensure that they are reduced to an acceptable level or eliminated as far as is
reasonabl y practical.

f Maxi mising opportunities to achieve the
provisions.

The Trust however, acknowledges that some risks will always exist and never be eliminated
and accepts responsibility for risks where this occurs

The aim of this strategy andpolicy i s to set out the Trustaos
the management of risk, the Trust seeks to minimise, though not necessarily eliminate,
threats, and maximise opportunities

This strategy and policy applies to all Trust staff, contractors and other third parties working
in all areas of the Trust. Risk management is the responsibility of all staff and managers at all
levels, and they are expected to take an active lead to ensure that risk m
fundamental part of their operational area.

The Trust encourages an open culture that requires all Trust employees, contractors and third
parties working within the Trust to operate
escalating any risks where required.

Risk management is both a statutory requirement and also an integral part of good
governance. Itis a fundamental part of the total approach to quality, corporate and clinical
governance and is essential to the Trust 6s ability to discharge
local health and social care community, as a provider of health services to the public and an
employer of significant numbers of staff. It is expected that all risk management activities in

the Trus t will follow the process described within this document.

The Trust has adopted an integrated approach to the overall management of risk, irrespective
of whether the risks are; clinical, org anisational, environmental or financial.

nd

Trustos

\Y

anagementis a

within the systems and structures outlined herein,

si

S
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3 Framework

3.1 This section describes the broad framework for the management of risk.
Operational instructions for risk management , health and safety risk
assessments , investigation of incidents and learning from incidents and central
alerts systems management are detailed in separate procedural documents.

The Risk Framework below depicts the process for how risk is managed by The Trust.

Fig 1: Risk Management Process

Identify
Risk

Operational
Risk

Management

)

N\

Fig. 3: Governance Framework 2017

OPERATIONAL RISK MANAGEMENT FRAMEWORK

Risk Strategy &
Policy

Risk & Loss Event
Reporting Risk Identification
(Risk Escalation)

Risk Management
& Risk Assessment

OPERATIONAL RFRTEDURE

Monitoring (Control (Risk Evaluation)

& Management

CULTURE & AWARENESS

Adapted from Operational Risk Management FramewSdngriBank) 2017

GOVERNANCE AND ORGANISATIO|

London Ambulance Service (The Trust) Page 7 of 46

Risk Management Strategy and Policy



Quality and  Assurance Support

Quality and Assurance Directorate

3.2

3.21

4.1
41.1

41.2

4.13

41.4

4.15

421

Risk Matrix

To evaluate the likely impact/consequence of a risk occurring the risk should be scored with
the use of the Risk Matrix. Please see Appendix 1

4 Risk Appetite

Risk Appetite Description

The resources available for managing risk are finite and so the aim is to achieve an optimum

response to risk, prioritised in accordance with an initial evaluation. Risk is unavoidable, and

every organisation needs to take action to manage risk in a way th at it can justify to a level

which is tolerable. The amount of risk that is judged tc
appetiteo.

Ri sk appetite is therefore 6the amount of risk that an o
or be exposed to at any point in time.d (HMT Orange Book
by personal experience, political factors and external event S.

Risks need to be considered in terms of both opportunities and threats and are not usually
confined to money - they will invariably also impact on the capability of our organisation, its
performance and its reputation.

It is important for the Trust to know about iits about risk appetite bec:
collective appetite for risk is set at a certain level and the reasons for it is not known, then this
may lead to erratic or inopportune risk taking, thereby exposing the organisation to a risk it

cannot tolerate. Conversely an overly cautious approach can be taken which may stifle growth

and development. If the leaders of the organisation do not know the levels of risk that are

legitimate for them to take, or do not take important opportun ities when they arise, then service
improvements may be compromised and patient outcomes affected.

The Trust will periodically review its appetite for and attitude to risk, updating these where

appropriate. This includes the setting of risk tolerances at the different levels of the organisation,
thresholds for escalation and authority to act, and evaluating the organisational capacity to

handle risk. The periodic review and arising actions will be informed by an assessment of risk

maturity, which in turn enables the board to determine the organisational capacity to control

risk. The risk appetite review will consider:

Risk leadership

People

Risk strategy and policy
Partnerships

Risk management process

Risk handling

= =4 =4 4 4 a4 -

Outcomes

4.2 Risk Appe tite Statement

The risk appetite of the Trust is the decision on the appropriate exposure to risk it will accept in
order to deliver its strategy over a given time frame. |
should address several dimensions:

T The nature of the r  isks to be assumed
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i The amount of risk to be taken on

i The desired balance of risk versus reward

422 On an annual basis the Trust will publish its risk appetite statement as a separate document
covering the overarching areas of:

i Quality/Innovation/Outcomes Risks
i Financial/Value for Money (VFM) Risks

1 Compliance/Regulatory Risks
1

Reputational Risks

423 The statement will also define the Bo afordhéachievgmemofi t e f or
strategic objectives for the financial year in question.

424 Risks throughout the organisation should be managed withi
this is exceeded, action taken to reduce the risk.

425 The Trustods risk appetite statement will be communicated
management of risk  (please see Appendix 2).
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5 Risk

5.1 Risks to patients

5.1.1  The Trust recognises that there is inherent risk as a result of being ill or injured, and that the
responsibility of the Trust is to inform patients and relatives and work to reduce that risk where
possible.

5.1.2  The Trust adopts a systematic approach to clinical risk assessment and management recognising
that safety is at the centre of all good health care and that positive risk management, conducted
in the spirit of collaboration with patients and carers, is esse ntial to support recovery.

5.1.3 In order to deliver safe, effective, high quality services, the Trust will encourage staff to work in
collaborative partnership with each other and patients and carers to minimise risk to the greatest
extent possible and promot e patient well -being.

5.2 Organisational risks

5.2.1  The Trust endeavours to establish a positive risk culture within the organisation, where unsafe
practice (clinical, managerial and health and safety etc.) is not tolerated and where every
member of staff feels ~ committed and empowered to identify and correct/escalate system

weaknesses.
522 The Trustds appetite is to minimise the risk to the deli
accountability and compliance arrangements whilst maximising our performance i n line with

value for money.

5.2.3 A programme of risk assessments will be conducted throughout the Trust to support the
generation of a positive risk culture.

5.3 Reputational risk

5.3.1  The board of directors models risk sensitivity in relation to its own performan ce and recognises
that the challenge is balancing its own internal actions with unfolding, often rapidly changing
events in the external environment.

5.3.2  The Trust endeavours to work collaboratively with partner organisations and statutory bodies to
horizon scan and be attentive and responsive to change.

5.4  Opportunistic risks

5.4.1  The Trust wishes to maximise opportunities for developing and growing its business by
encouraging entrepreneurial activity and by being creative and pro -active in seeking new
business v entures, consistent with the strategic direction set out in business plans, whilst
respecting and abiding by its statutory obligations.

542 Taking action based on the Trustdéds stated and agreed ris
financial budget and value for money in a wide range of risk areas to ensure that safety and
quality is maintained.
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6 Risk Management Process

6.1.1 Risks are adverse events that may happen, which if they were realised, could stop the Trust
achieving its objectives or negatively impact upon its success. Risk management also addresses
those issues that have happened, which were not planned, and have ha d an adverse outcome.
These issues also require management action.

6.1.2 Regardless of whether a risk is clinical or non -clinical in nature The Trust adopts a structured
approach to risk management, whereby risks are identified, assessed and controlled and, where
appropriate, escalated or de  -escalated through the governance mechanisms of the Trust.

6.2 Risk Management Cycle

621 TheTrustés ri sk oyddenensuesikanrisks are identified, assessed, controlled, and
when necessary, escalated. These main stages are carried out through:
1 Clarifying objectives
1 Identifying risks to the objectives
1 Assess and score the risk.
T Identify controls and their effectiv eness.
1 Identify and record actions to mitigate the risk
1 Regularly review and monitor the risk
1

Escalation and de -escalation of risks

6.3  Governance structure to support risk management

6.3.1  There are different operational levels ensuring the governance of risk in the Trust:
A Board of Directors
A Executive Team
A Operational Management Teams

6.3.2 Risk management by the board is underpinned by a number of interlocking systems of control.
The board reviews risk principally through the foll owing three related mechanisms.

i The Board Assurance Framework (BAF) sets out the strateg  ic objectives of The
Trust , identifies risks in relation to each strategic objective along with the controls in
place and assurances available on their operation. The BAF can be used to drive the
board agenda.

1 The Corporate Risk Register (CRR) is the corporate high level operational risk
register used as a tool for managing risks and monitoring actions and plans against
them. Used correctly it demonstrates that an effective risk management approach i s
in operation within the Trust.

i The annual governance statement is signed by the Chief Executive as the
accountable officer and sets out the organisational approach to internal control. This is
produced at the year -end (following regular reviews of the internal control
environment during the year) and scrutinised as part of the annual accounts process
and brought to the board with the accounts.
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deve

6.3.3 Additionally, the Audit and Risk Committee and other board sub -committees exist to provide
assurance of the robustness of risk processes and to support the Board of Directors.

6.3.4 Each division will have a management forum where risk is discussed, including their risk register,
actions, and any required escalation

6.3.5 Risk Management Structure

Pleasereferto Appendix 3 f or details of the various committees 1in
governance of risk.
7 Horizon Scanning

7.1.1 Horizon scanning focusses on identifying, evaluating and managing changes in the risk
environment, preferably before they manifest as a risk or become a threat to the business.

7.1.2 Horizon scanning helps identify positive areas for the Trust to develop its business and services
and provides a steer toward takin g opportunities where these arise. The Trust will work
collaboratively with partner organisations and statutory bodies to horizon scan and be attentive
and responsive to change.

7.1.3 By implementing forma | mechanisms to horizon scan the Trust will be better ab le to respond to
changes or emerging issues in a planned, structured and co -ordinated way. Issues identified
through horizon scanning should link into and inform the business planning process. As an
approach it should consider ongoing risks to services.

7.1.4  The outputs from horizon scanning should be reviewed and used in the development of the
Trustds strategic priorities, policy objectives and
covers, but is not limited to:

T Legislation

1 Government white papers

i Gov ernment consultations

1 Socio -economic trends

i Trends in public attitude towards health
1 International developments

T NHS Improvement publications

i Local demographics

1 Seeking stakeholders views

i Risk Assessments

7.1.5 All staff have a responsibility to bring to the attention of their managers potential issues
identified in their areas which may impact on the Trust delivering on its objectives.

7.1.6 Board members have the responsibility to horizon scan and formerly communicate matters in the
appropriate for a relating to their area of responsibility.
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8 Risk Management Activities

8.1.1  The Trust risk management activities are a part of its overall commitment to effective clinical
governance and patient safety. The risk management approach is underpinned by additional
Trust policies supported by on -going training including:

i Risk Management Procedure

Policy for the Management of Incidents and Serious Incidents requiring Investigation
Health and Safety Policy and Procedures

Complaints Policy and Procedure

Information  Governance Policy

Corporate Business Continuity Policy and Plan

Policy for the Management of Conduct and Capability

All policies and procedures associated with Healthcare Acquired Infections

The Management of Violence and Aggression and Harassment of Staff

=A =4 =4 4 -4 4 4 -4 -4

Safeguarding policies and procedures (Adult and Child)

812 The Trustds systems of i nt er nadoingrskntamagemenaprograntimesed on it s
that aims to:

1 Identify principal risks to the achievement of goals set out in the Annual Plan;
T Evaluate the nature and extent of risks;

1 Manage all risks effectively, efficiently and economically;

1

Enable the completion of the Annual Governance Statement.

9 Delivering the Strategy

9.1.1  The strategy aspect of this Risk Management Strategy and Policy will be delivered by focussing
on key themes of activity, l'inking the Trustdés overarchi
outlined in the Annual Plan and local obj ectives agreed within Operational / Corporate Directorate

service/governance plans.

9.1.2 Executive Directors, Senior Management Teams and Departmental / Operational Managers within

the Trust will:
i Be clear about the Trustodés quality priorities and
1 Promote awareness and understanding of the benefits of proactive risk mana gement,
therefore developing a positive risk and patient safety culture;
i Manage risk through their own ; Departmental , Directorate, Operational structure by;
identifying, assessing, controlling, monitoring and reviewing risks. E nsuring the

controls and ac tion plans are SMART and fully implemented,;

1 Distribute and disseminate, to their teams results of complaints, incidents, serious
incidents, audits and lessons learned;

i Support compliance with appropriate legislation and standards including national Risk
Management Standards and CQC requirements

9.1.3 The Trust will:

i Ensure corporate ownership and accountability throughout the organisation of risk
management and the need to mitigate risk along with the mechanisms for reporting
and sharing learning across the organisation;
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i Promote and support the development and implementation of risk management
strategies and policies in general practice;
i Provide training and  on-going support to ensure that all risks are reported and that all
staff are aware of mechanisms to report incidents and near mi sses.
i Ensure that all staff receive training in conducting health and safety risk assessment;
i Establish and i mplement a plan to develop and stre

management culture.

9.1.4  The Strategy will be reviewed annually by the Board according to good governance practice.
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Risk Management Strategy and Policy



Quality and  Assurance Support

Quality and Assurance Directorate

10.1.1

10.1.2

10.1.3

10.1.4

10.1.5

10.1.6

10 Risk Management Specialists

The Trust has risk management specialists who possess and maintain appropriate qualifications
and experience sufficient to ensure that competent advice is available to staff. The specialists are
responsible for creating, reviewing and implementing policies , procedures, protocols and
guidelines for the effective control of risk. Key risk management leads for the Trust are as
follows:

The Director of Corporate Governance is the corporate governance lead for the organisation. T he

Director of Corporate ~ Governance supports the executive and non -executive directors in carrying

out their responsibilities for risk management and takes the lead, on behalf of the Board of

Directors, for maintaining the Board Assurance Framework that defines the principal risks to

achieving the Trustods strategic objectives together with
and action plans

Chief Quality Officer is the quality governance lead for the Trust. The Chief Quality Officer is
responsible for the Trust Risk Manage ment Strategy and Policy and Incident Management Policy,
including Serious Incidents. The Chief Quality Officer is accountable to the Chief Executive and is
responsible for promoting and ensuring the implementation of Trust -wide systems and processes

to e nable the Trust to meet its requirements in relation to clinical governance and risk, up to and
including the Trust 6 sstelCdhe ghief aQuality ROffisek isRlsogdsponsible for
notifying the Medical Director of risks identified through inc idents, risk assessments, risk profiling

and other triggers.

The Deputy Director of Quality Governance and Assurance is responsible for supporting the
implementation of the Trust Risk Management Strategy and Policy and supporting procedures.

The Deputy Di rector of Quality Governance and Assurance is accountable to the  Chief Quality
Officer and is responsible for promoting and supporting the implementation of Trust -wide
systems of governance and risk. This includes establishing dynamic risk management syst ems
and processes that form an integral part of routine organisational and departmental activity

Where responsibilities are assigned within the following roles the Trust shall regularly review the training needs
analysis to ensure that competence sulfficient for the discharge of any duties is acquired and maintained by the
duty holders

Details of other Trust risk management specialists are provided below.

Trust Risk Management Specialists Specialist/
Advisor

Specialist/Advisor
Caldicott Guardian

Chief Pharmacist/Accountable Person Controlled
Drugs
Director for Infection Prevention and Control (DIPC)

Head of Quality Assurance
Head of Health and Safety
Head of Legal

Head of Patient Experience

Information Governance Manager

Fire Safety Officer

Local Counter Fraud Specialist
Local Security Management Specialist (LSMS)

Responsible Person, Legionella

Senior Information Risk Owner (SIRO)

Waste Manager
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11 Roles and Responsibilities for All Staff

11.1.1 Awareness: Staff should have an awareness and understanding of the risks that affect patients,
and staff.
i Risk identification: Line managers will encourage staff to identify risks to ensure

there are no unwelcome surprises. Staff will not be blamed or seen as being unduly
nega tive for identifying risks.

i Accountability: Staff will be identified to own the actions to tackle risks.

11.1.2 Communication : There will be active and frequent communication between staff, stakeholders
and partners.

i Competence:  Staff will be competent at managing risk.

i Training 1 staff have access to comprehensive risk guidance and advice; those who
are identified as requiring more specialist training to enable them to fulfil their
responsibilities have this provided internally. The training matrix for staff is found at
Appendix 4

1 Board Training T the Trust Board receives training every two years |, to ensure that
the requirements for understanding and discharging duties in relation to risk
management at Board level is reviewed and refreshed, thereby maintaining

compliance with nationally agreed Regulations.

11.1.3 Management: Activities will be controlled using the risk management process and staff are
empowered to tackle risk.

1 Risk assessment and management i risks are assessed and acted upon to
prevent, control, or reduce them to an acceptable level. Staff have the freedom and
authority, within defined parameters, needed to take action to tackle risks, escalating
them where necessary. Contingency plans are putin place where required.

1 Process - the process for managing risk is routinely reviewed to ensure continual
improvement . This is integrated with our processes for providing assurance, and the
processes of our stakeholders and any relevant third parties.

1 Measuring  performance - exposure to risk is measured with the aim of reducing
this over time. The culture of risk management is also measured and improved  where
applicable.
12 Responsibilities and Accountabilities

12.1 Individual responsibilities

12.1.1 Risk management is the responsibility of  all staff . Ultimately all who work at the Trust have a
responsibility for the delivery of high quality, safe care, although this may manifest itself in
various day to day to activities conducted by members of staff.

12.1.2 The following sections define the organisational expectations of particular roles or groups.

12.2 Risk Management Roles

12.2.1 See Appendix 5 for a full list of roles and responsibilities

12.3 Risk Lead

12.3.1 All corporate areas, sectors , programme and project teams must have an identified Ri sk Lead.

The risk lead will be responsible for:
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i consulting with teams to identify and assess risks and determine mitigating actions;
i the on -going maintenance of a risk register for their area of Trust business;

i ensuring risk registers undergo regular review and quality assurance;
1

promoting the risk management Policy and procedure and best practice within their
area of Trust business;

i communicating changes to the risk management strategy, p olicy and risk procedure
to staff within their area of the Trust ;

i sharing information and knowledge on risks within their area of Trust business,
directorate and those on the Corporate Risk Register through membership of the
clinical governance monitoring committee; and

i being t he key contact for the quality and assuran ce support department on the
management of risk and compliance with this strategy and policy

12.4 Risk Owner

1241 Al'l risks will have an identified risk owner recorded on
system (Datix ). It may not be the same person as the action owner (see below) . The risk owner
is responsible for ensuring the risk is managed, including ongoing monitoring of the risk,
ensuring controls and further actions are in place to mitigate the risk, and reporting on its overall
status. Itisthere  sponsibility of the risk owner to escalate risks where appropriate in line with
local governance arrangements and the risk reporting, accountability and escalation process
described in appendix 6.

12.5 Action Owner

12.5.1 Allrisks have action owner(s) to whom the ris k owner delegates responsibility for ensuring the
delivery of a task or activity that will help mitigate the identified risk, and to provide regular
reporting on progress.

12.6 Quality Governance Department  (QGD )

12.6.1 The QGD supports the organisation and the Board of Directors by providing a risk management
function that facilitates and monitors the implementation of effective risk management practices
by operational management, and assists risk owners in defining the target risk exposure , and in
reporting adequate  risk -related information throughout the organisation.

12.6.2 Specifically, the department support s all areas of the Trust to produce risk reports in an agreed
format to facilitate ward to Board governance and where necessary, escalation, of risks. The
departmen t also support s executive management of risk by managing the Corporate Risk
Register and reviewing the wider Trust risk register to provide assurance on the compliance with
the Risk Management  Strategy and Policy, and procedure. The department also provid es support
and guidance to the Trustédés corporate office in the main
relationship between BAF risks identified by the Board (top down) and those recorded in the
Trust risk register (bottom up).

12.6.3 Inadditiontoitsc entral risk mana gement function, the department also provide s a compliance
and assurance function  providing positive assurance s as well as monitor ing specific risks to non -
compliance with regulatory quality and safety standards defined by the Health and Social Care
Act 2012 and its associated regulations. The Q G D drale will not be limited to this regulatory
framework alone
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12.7 Health and Safety Risk Assessments

12.7.1 Risks for inclusion on the Risk Register can be identified from a number of sources including
audits, incidents/near  -misses, inspections, complaints, enforcement action and health and
safety risk assessments

12.7.2  All areas of the Trust must proactively carry out health and safety risk assessments on their
activities, processes, workplaces, equipment and people at particular risk. Health and safety risk
assessments are important because they help to identify and adequately address hazards and

risks in order to prevent harm. Whe re a risk has been identified as a result of a health and safety
risk assessment , which is unable to be controlled to as low as reasonably practicable (i .e. the
control measures identified in the risk assessment are unabl e to be implemented locally), the risk

must be entered onto the Risk Register. Where a health and safety risk is entered onto the Risk
Register, the health and safety risk assessment must be attached to the risk entry.
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13 Assurance Framework

13.1 Assurance Stru ctures

13.1.1 Assurance of achievement, weaknesses in delivery and key risks to the delivery of Trust
objectives are reported through the Assurance Committees of the Board. The Trust Assurance
Committees receive detailed reports to inform them of all significant risk exposures, material
changes to risks and progress with milestones. The Trust Assurance Committees are responsible
for providing assurance on the management of corporate risks to the Board of Directors and are
identified at Appendix 3

14 Training

14.1 Training plan and support

14.1.1 To support the successful implementation and embedding of the risk management strategy ,
policy and risk procedure:

1412 Training 7T ane-l earning package 61l ntr oductwildadetelopedRi axk Manageme
available to all staff th  rough the Trust intranet. Staff have access to comprehensive risk
guidance and advice via the QGD department; those who are identified as requiring more
specialist training to enable them to fulfil their responsibilities have this provided internally. Th e
training matrix ~ for staff is found at appendix 4. Training compliance is reported to the Trust
Board and Management Executive  via the workforce committee.

14.1.3 Board Training i the Trust Board will receive training every two years |, to ensure that the
requir ements for understanding and discharging duties in relation to risk management at Board
level is reviewed and refreshed, thereby maintaining compliance with nationally agreed policy
and practice.

14.1.4 Attendance/participation records is co-ordinatedcentrally on t he Trustés management
1415 The Trustds Manage me n tsmBni@ing@arangemnenteanesnplae to review the

overall effectiveness of the delivery of risk management training for Board members and senior

managers. Where such monitoring i dentifies deficiencies, recommendations will be agreed and

an action plan developed and changes implemented accordingly.

14.1.6 The Risk Management Training Matrix can be found at Appendix 4

15 Equality Impact Assessment

15.1.1 As part of the development of this Strategy and Policy its impact on equality has been reviewed.
The purpose of the assessment is to minimise and if possible remove any disproportionate impact
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on the grounds of race, sex, disability, age, sexual orientatio n or religious belief. No detriment
was identified.

16 Process for Monitoring Compliance with Strategy

16.1.1 The Trust will seek assurance that risk management activities and systems are being

appropriately identified and managed, through the annual review of the r isk management system

and the Internal Auditoro6s report on the effectiveness o
16.1.2 A monitoring dashboard has been developed to facilitate the monitoring of the key elements of

this strategy . The dashboard will be subject to a nnual review in support of the on -going

monitoring process by  the Deputy Director of Quality Governance and Assurance

17 Implementation and Dissemination

17.1.1 This Strategy and Policy document is available to all staff via the Trust intranet and internet
sites.

17.1.2 Internally : Notification of this document will be included in an all staff email bulletin, as well as
through the Trustds other communication routes.

1713 Externally : The reviewed Policy will be sent to the Trustbds
available on request to Trust stakeholders

18 Review

18.1.1 This Strategy and Policy will be reviewed annually.

19 Risk Management Procedure

19.1 Risk Management Procedure

19.1.1 This Risk Management Strategy and Policy document is underpinned by a comprehensive Risk
Management Procedural  Document which describes the process for effectively identifying,
assessing, evaluating and monitoring all Trust Risks whether they are clinical or health and
safety related.
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2111

21.1.2

21.13

2114

21 Associated

documents, legislation and references
NHS England i Risk Managemen t, Policy and Process Guide (2015)

Health and Social care Act (2008)

Monitor Risk Assessment Framework (2015)

Health and Safety at Work Act (1974)

This strategy and policy should be read in conjunction with the risk procedural

document 2017/18.

Equality and

diversity statement

This document complies with the London Ambulance Service

Disclaimer

equality and diversity statement.

Itis your responsibility to check against the electronic library that this printed out copy is the

most recent issue of

this document.

Document management

Approv al: Audit Committee
Owning Quality Governance and Assurance
department:
Author(s): Head of Quality Intelligence, Chief Quality Officer, Director of Corporate
Governance
File name: TEMPLATE Trust docume nts -GENERIC- Version 1 Jan 2018 .doc
Supersedes: Risk Management Framework
Version 1 Review date: 22.1.18
number:
Local QA Directorate Document ID: RMSP 1
reference:

Reviewed: 06 March 2018
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Appendix 1
Model risk matrix
Table 1 Consequence scores
Choose the most appropriate domain for the identified risk from t he left hand side of the table, t hen work along
the columns in same row to assess the severity of the risk on the scale of 1 to 5 to determine the consequence
score, which is the number given at the to p of the column.

Consequence score (severity levels) and examples of descriptors

1 3
Domains Negligible Moderate
Impact on the safety of Minimal injury Moderate injury
patients, staff or public requiring no/minimal requiring professional
(physical/psychological intervention or intervention
harm) treatment.

Requiring time off
No time off work work for 4 -14 days
Increase in length of
hospital stay by 4 -15
days

RIDDOR/agency
reportable incident

An event which
impacts on a small
number of patients
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Consequence score (severity levels) and examples of descriptors

1 3
Domains Negligible Moderate
Quality/complaints/audit Peripheral element of Treatment or service
treatment or service has significantly
suboptimal reduced effectiveness
Informal Formal complaint

complaint/inquiry (stage 2) complaint
Local resolution (with
potential to go to
independent review)

Repeated failure to
meet internal
standards

Major patient safety
implications if findings
are not acted on

Human resources/ Short -term low Late delivery of key

organisational staffing level that objective/ service due

development/staffing/ temporarily reduces to lack of staff

competence service quality (< 1

day) Unsafe staffing level
or competence (>1
day)
Low staff morale
Poor staff attendance
for mandatory/key
training
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Assurance Support

Consequence score (severity levels) and examples of descriptors

3

Moderate

1
Domains Negligible
Statutory duty/ No or minimal impact
inspections or breech of guidance/

statutory duty

Single breech in
statutory duty

Challenging external
recommendations/
improvement notice

Adverse publicity/
reputation

Rumours

Potential for public
concern

Local media coverage
i

long -term reduction in
public confidence

Business objectives/
projects

Insigni ficant cost
increase/ schedule
slippage

57 10 per cent over
project budget

Schedule slippage

Finance including claims

Small loss Risk of
claim remote

Loss of 0.25 1 0.5 per
cent of budget

Claim(s) between
£10,000 and £100,000
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Consequence score (severity levels) and examples of descriptors

1 3
Domains Negligible Moderate
Service/business Lossl/interruption of Loss/interruption of
interruption >1 hour >1 day

Environmental impact
Minimal or no impact
on the environment

Moderate impact on
environment

Note: the Trust has adopted the NPSA risk matrix and descriptors without adaptation.

Table 2 Likelihood score (L)
What is the likelihood of the consequence occurring?

The frequency -based score is appropriate in most circumstances and is easier to identify. It should be used
whenever it is possible to identify a frequency.

Likelihood score 1 3
Descriptor Rare Possible
Frequency

This will probably never
happen/recur

Might happen or recur

How often might .
occasionally

it/does it happen

Note: the Trust has adopted the NPSA risk matrix and descriptors without adaptation.
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Table 3 Risk scoring = consequence x likelihood (C x L)

5 Catastrophic
4 Major
3 Moderate

2 Minor

1 Negligible

Note: the Trust has adopted the NPSA risk matrix risk scoring without adaptation.

Likelihood 1 2 3 4 5
score
Rare Unlikely Possible Likely AImo_st
certain
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For grading risk, the scores obtained from the risk matrix are assigned grades as follows:

1-3 Low Risk
4-6 Moderate Risk
8-12 High Risk
15-25 Significant Risk
Instructions for use
1. Define the risk(s) explicitly in term s of the adverse consequence(s) that might arise from the risk.
2. Usetablel (above) to determine the consequence score(s) (C) for the potential adverse outcome(s) relevant to the risk being
evaluated.
3. Use table 2 (above) to determine the likelihood score (s) (L) for those adverse outcomes. If possible, score the likelihood by
assigning a predicted frequency of occurrence of the adverse outcome. If this is not possible, assign a probability to the ad verse
outcome occurring within a given time frame, such as the lifetime of a project or a patient care episode. If it is not possible to
determine a numerical probability then use the probability descriptions to determine the most appropriate score.
4. Calculate the risk score the risk multiplying the consequence by the likelihood: C (consequence) x L (likelihood) = R (risk s core)
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Appendix

Risk Appetite Statement (To be confirmed at the Board meeting on 27
March 2018)

The Trust recognises that its long term sustainability depends upon the delivery of its strategic

objectives and its relationships with its patients, staff, the local community and strategic partners.

The statements below are a r e htlpasitionin celatiorotd thetptimary fisk u s t
groupings as set by the Good Governance Institute
risk appetite, relating to its strategy and associated quality plans. This statement will be reviewed

no later than April 2019 by the Audit Committee and Trust Board, or following the next regulatory

review of the Trust (Care Quality Commission or NHS Improvement).

Quality

The Board will take minimal risks when it comes to patient safety, patient experience or clinical
outcomes. Its tolerance for risk taking will be limited to decisions where the potential for consequent

effects on patient safety, experience or outcomes are low and the potential for mitigating actions are
strong.

Reputation

The Board has a cautious approach to the management
only accept minimal risk in relation to this. Decisions with the potential to expose th e Trust to
additional scrutiny of its reputation will be considered carefully and progressed only with strong

mitigations and careful management of any potential repercussions.

Innovation
The Boardo6s risk appetite for innovation, strategic
relationships and alliances is broad, depending on the nature of the innovation being proposed. It
has a flexible view of innovation that supports quality , patient safety and operational effectiveness.

This means that it will support the adoption of innovative solutions which challenge current working
practices and involve systems/technology developments as enablers of operational delivery. Other

innovation s will be limited to only essential developments and with decision making held by senior
management.

Financial

The Board will adopt a flexible approach to financial risk and is prepared to invest in resources that
deliver improvements in quality and pa tient safety. Financial decisions impacting on quality and
patient safety will be subject to rigorous quality impact assessments. The Trust has a more cautious

approach to commitments other than those related to quality, patient safety and improve the pati ent
experience.

Compliance/Regulatory

The Board will take minimal risks when it comes to compliance and regulatory issues. It will make
every effort to meet regulator expectations and comply with laws, regulations and standards that
those regulators ha ve set, unless there is strong evidence or argument to challenge them. The

Board is willing to take opportunities where positive gains can be anticipated and within the
regulatory environment.

! Bullivant J & Corbett  -Nolan A (2012) Risk Appetite for NHS Organisations: A matrix to support better
risk sensisitivity in decision taking accessed from http://www. _good -governance.org.uk/risk _ -appetite -for -
nhs -organisations -a-matrix -to-support -better -risk -sensitivity -in-decision -taking/  on 5 April 2017
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Risk Appetite for NHS Organisations
A matrix to support better risk sensitivity in decision taking

Developed in partnership with the board of Southwark Pathfinder CCG and Southwark BSU — January 2012

Risk levels

Key elements W

Financial/VFM

Compliance/
regulatory

Innovation/
Quality/Outcomes

Reputation

APPETITE

Avoid

Avoidance of risk and
uncertainty is a Key
Organisational objective

Avoidance of financial loss is
a key objective. We are only
willing to accept the low cost
option as VM s the primary
concem.

Play safe, avoid anything
which could be challenged,
even unsuccessfuly.

Defensive approach to
objectives — aim to maintain or
protect, rather than to create
or innovate. Priority for tight
management controls and
oversight with limited devolved
decision taking authority.
General avoidance of systems/
technology developments.

No tolerance for any decisions
that could lead to scrutiny of,
or indeed attention to, the
organisation. External interest
in the organisation viewed with
concern.

Minimal (ALARP)

(as little as reasonably
possible) Preference for
ultra-safe delivery options

that have a low degree of
inherent risk and only for
limited reward potential

Only prepared to accept the
possibility of very limited financial
0SS If essential.

ViM is the primary concemn.

Want to be very sure we would
win any challenge. Similar
situations elsewhere have not
breached compliances.

Innovations always avoided
unless essential or commonplace
elsewhere. Decision making
authority held by senior
management. Only essential
systems / technology
developments to protect current
operations.

Tolerance for risk taking
limited to those events where
there is no chance of any
significant repercussion for
the organisation. Senior
management distance
themsalves from chance of
exposure to attention.

Cautious

Preference for safe
delivery options that have
a low degree of inherent
risk and may only have
limited potential for
reward.

Preparad to accept possibility
of some limited financial loss.
VIM still the primary concern
but willing to consider other
benefits or constraints.
Resources generally restrictad
to existing commitments.

Limited tolerance for sticking
our neck out. Want to be
reasonably sure we would win
any challenge.

Tendency to stick to the
status quo, innovations in
practice avoided unless really
necessary. Decision making
authority generally held by
senior management. Systems
/ technology developments
limited to improvements

to protection of current
operations.

Tolerance for risk taking
limited to those events where
there is little chance of any
significant repercussion for the
organisation should there be a
failure. Mitigations in place for
any undue inferest.

Open

Willing to consider all
potential delivery options
and choose while also
providing an acceptable
level of reward (and VM)

Prepared to invest for return
and minimise the possibility of
financial loss by managing the
risks to a tolerable level.
Value and benefits consider
(not just cheapast price).
Resources allocated in order to
capitalise on opportunities.

Challenge would ba
problematic but we are likely to
win it and the gain will outweigh
the adverse consequences.

Innovation supported,

with demonstration of
commensurate iImprovements
in management control.
Systems / technology
developments used routinaly to
enable operational delivery
Responsibility for non-critical
decisions may be devolved.

Appetite to take decisions
with potential to expose the
organisation to additional
scrutiny/interest. Prospactive
management of organisation’s
reputation.

Seek

Eager 1o be innovative and
to choose options offering
potentially higher business
rewards (despite greater
inherent risk).

Investing for the best possible
return and accept the
possibility of financlal loss
(with controls may in place).
Resources allocated without
firm guarantee of return —
‘investment capital' type
approach.

Chances of losing any challenge
are real and consequences
would be significant. Awin
would be a great coup.

Innovation pursued — desire
to 'break the mould’ and
challenge current working
practices. New technologies
viewed as a key enabler of
operational delivery.

High levels of devolved
authority — management by
trust rather than tight control.

Willingness to take decisions
that are likely to bring scrutiny
of the organisation but where
potential benefits outweigh
the risks. New ideas seen

as potentially enhancing
reputation of organisation.

Appendix 2a

Good
Governance
Institute

Mature

Gonfident in setting high
levels of risk appetite
because controls,
forward scanning and
responsiveness systems
are robust

Consistently focussed on

the best possible return for
stakeholders. Resources
allocated in ‘social capital’ with
confidence that process is a
retum in itself.

Gonsistently pushing back
on regulatory burden. Front
foot approach informs better
regulation.

Innovation the priority —
consistently ‘breaking the
mould’ and challenging

current working practices.
Investment in new technologies
as catalyst for operational
delivery. Devolved authority —
management by trust rather
than tight control is standard
practice.

Track record and investment

in communications has built
confidence by public, press
and politicians that organisation
will take the difficult decisions
for the right reasons with
benefits outweighing the risks.

*Good is only good until you find better’ — Maturity Matricas ® ara producad under licenca form the Banchmarking Institute.
Fublished by and © GGI Limited Ol Horsmans, Sediescombe, naar Batfle, East Sussax TNA3 ORL UK. ISBN 978-4-807610-12-7

www.good-governance.org.uk
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Appendix 3
LAS Assurance Framework

Trust Board

Logistics &
Infrastructure
Cttee

Quiality Finance and People & OD

Audit Committee
Assurance Cttee Investment Cttee Committee

Executive Leadership Team
(incl Performance Review meetings and Capital Programme Board)

Ops

Health & Safety Resourcing Grp

. Corporate Directorate
Operations Board
Management Structures

Ops Risk Group II\D/litre(:torate Risk
gs

Sector Risk Mtgs Team Risk Mtgs

Station Risk
Mtgs
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Risk Management Training Matrix

Appendix 4

Ri sk
Management

Key stages of the
patient pathway

Level of
Training

Agenda for
Change Grades

Aims of Training

Juawabeue ysiy

Identification,
Assessment and
Escalation

Level 1

Foundation
Training

All Trust staff
(Mandatory)

Risk
Management
and Escalation

Level 2

Intermediat
e
Training

Band 6/7/8

Senior
Management
Teams

(Identified
through PDPR
and Job
Description)

Strategic and

Emerging Risk
Management
and Control

Level 3

Advanced
Training

Executive Team

(inlin e with

Trust Policy and
Licenc e
Requirements)

aJ1] se Juawdojanap pue Buluren Jayun-4
juswabeue|y aouewlouad aANSOd

sue|d juswdojanaq [euoissajoid

Buiures| buo| -

pue [euosiad

1  Forall Trust employees to
understand what a risk is,

1  To undertake the relevant
risk assessment (without
formal form completion)

1 Identify anyimmediate
risks to patient safety and
correct them.

1  Appropriate escalation to
senior staff to formalise risk
assessment and undertake
mitigations

1 For all staff with
responsibility for
departments/ clinical areas/
wards to be able to identify
and assess associated risks.

1  To undertake formal risk
assessments and utili
management software
(Datix)

1 To be able to action and
document mitigations
against risks, and evidence
future actions required.

1  To be able to escalate risks
when unable to control risks
within own resources
(including escalation to
Corporate Risk Register  via
Candidate Risk Forms)

1  To un derstand the process
of risk de -escalation in line
with Trust policy.

se risk

1  To be able to lead on the
management of all
Corporate and Strategic
Risks

1  To undertake scrutiny of the
Board Assurance
Framework, ensuring
appropriate mitigation is in
place.

1  To ensure that any external
and longer term risks are
identified and managed in
line with best practice.

1 Todirect Trust staffinthe
management of de -
escalated risks to Divisional
level

1  To provide senior guidance
to Trust staff in the
identification and
management of risk.
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Appendix 5
Roles and R  esponsibilities
Title Risk Management Responsibility
Chief Executive The Chief Executive is the Accountable Officer for the London Ambulance Service NHS Trust and is accountable for

ensuring that the Trust can discharge its legal duty for all aspects of risk. As Accountable Officer, the Chief

Executive has overall responsibility for maintaining a sound system of internal control, as described in the annual

gove rnance statement. Operationally, the Chief Executive has designated responsibility for implementation as

outlined below. The Chief Executive chairs the Management Executive . The Management Executive, as the group
responsible for the Corporate Risk Regis ter, decide which risks require recording and managing corporately or
escalated to the Trust BAF.

Director of Finance Responsible for implementing financial systems of internal control including the reporting of fraud to NHS Protect.
The Director of  Finance is responsible for informing the Board of Directors of the key financial risks within the Trust,
the actions being taken to control them, and providing written advice to the accountable officer on the content of

the annual governance stat  ement rega rding financial risk.

The Director of Finance also ensures that structures, systems and processes are in place and functioning to support

the Trustoés financi al, Il M&T and estates strategies.
Chief Quality Officer and The Chief Quality Offi cer and Medical Director ar e jointly accountable for the effe
Medical Director Policy. They are responsible for ensuring the systems are in place to identify and assess the clinical risks to

patients and that there are processes in pla ce for effective planning, organisation, control, monitoring and review of

preventive and protective measures.
Medical Director The Medical Director is responsible for ensuring the clinical processes adopted within the hospital are appropriate

and effec tive, that the Trust is compliant with national institute of clinical excellence (NICE) guidance, ensuring

clinical involvement in and the delivery of the clinical audit programme, learning through national confidential

enquiries and medical training, supe rvisi on, appraisal and revalidation.

The Medical Director is responsible for informing the Board of Directors of the key risks emanating from clinical

activity throughout the Trust, employment of doctors and their practice, training, supervision and revali dation, the
actions being taken to control them and provide written advice to the accountable officer on the content of the

annual governance statement in regards to the management of these risks

The Medical Director is the nominated director for infection prevention and control (DIPC) The Medical Director is

also the Trust senior information risk owner (SIRO) with ow
governance policy together with risks relevant to the role of the Caldicott guardian.

Chief Quality Officer The Chief Quality  Officer is responsible for the executive leadership of risk management and compliance, and
fulfilling the statutory duty of quality improvement including deli very of the key quality and patient exp erience
objectives. TheCQO i s responsible for reporting on the Trustds achi
preparation and consultation of the Trust quality account. The C QO is the Executive Director res  ponsible for
managing risks associated with the delivery of therapy services together with safeguarding children and adults. T he
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Title

Risk Management Responsibility

CQO has joint overall authority for quality improvement and clinical governance and delegated authority for quality
improvement, risk management, clinical governance, complaints and litigation, and is executive lead for child
protection.

Director of Operations

risks. They provide written advice to the accountable officer on the content of the annual governance statement
with regards to the achievement of key performance standards and readiness to respond to major events and

associate directors of operations from a managerial performance perspective.

The DoO is responsible for  the performance of all operational services, emergency planning and business contin

maintenance of key services at t hese times. The chief operating officer also line manages all sector directors and

uity

Chief Quality Officer/Head
of Health and Safety

The CQO is the appointed executive director for health and safety and is responsible for ensuring there is an

The CQO ensures the development, implementation and monitoring of the health and safety policy and its
arrangements and chairing the Health and Safety Committee.

effective health and safety management system complianc e with statutory requirements and is responsible for
ensuring the Trust has access to competent health and safety advice and resources, an d that health and safety is
included in Board decisions and priorities. The CQO is responsible for ensuring systems are in place to identify and
assess risks associated with health and safety to empl oieses

Director of Strategy

The Director of Strategy and Major Projects is the appointed exe cutive director to ensure that major projects,
including those delivering on innovation and commercial impact meet the requirements of regulatory and statutory

Director of Strategy and Major Projects is responsible for ensuring that project systems are in place to identify and
assess r isks with projects, innovations and commerce, ensuring that any impact on Trust patients, staff and
activities are robustly investigated, and to not evidence negative outcomes in relation to quality and delivery of
service.

requirements. The Director of Strategy and Major Projects is responsible for ensuring that the Trust progresses
those schemes that meet the Boarddés priorities and fit

wi t h

Non - Executive Directors

Non -exe cutive directors have responsibility for reviewing the establishment and maintenance of an effective system

and non -clinical) that support achi evement of the organisationds Pol
Committee will review the adequacy of the risk management Policy, and receive regular monitoring information
against the management of risks judged as significant within the Boa rd assurance framework, and provide
assurance to the Board of Directors on the effectiveness of systems within the Trust designed to manage risk.

of integrated governance, ri sk management and internal

icy.

cont

Executive Directors

Executive Directors are accountable to the Chief Executive and Trust Board for the maintenance of effective
systems of internal control within their areas of responsibility. Executive directors are responsible for reporting on
controls and assurances oft  he highest risks to the Trust objectives through the BAF and any other identified
significant risks.

Each Director is responsible for risk management leadership including the implementation of, and compliance with

current Trust policies, and for ensuring sufficient resources have been allocated to undertake effective risk
management.
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Title Risk Management Responsibility
Executive directors are responsible for ensuring the Corporate Risk Register and BAF are reviewed on a monthly
basis and that risk action plans from serious incidents and r isks are implemented in a timely manner as agreed.

Leading by example, executive directors are fundamental in establishing and sustaining an environment of
openness on risk management within their directorates.

Director of  Corporate The Directo r of Corporate Governance is the corporate governance lead for the organisation. T he Director of
Governance Corporate Governance  supports the executive and non -executive directors in carrying out their responsibilities for

risk management and takes the lead, on beha If of the Board of Directors, for maintaining the Board Assurance
Framewor k that defines the principal risks to achieving the
controls, sources of assurance and action plans. The Director of Corporate  Governance also advises the Board in
relation to the decision -maki ng regarding the Trustés annlheDiredor o Rorpbrate et i
Governance works closely with the  Chief Quality Officer in all matters relating to organisational governan ce and

risk.

Chief Quality Officer The CQO is the quality governance lead for the Trust and is responsible for the Trust Risk Management Strategy
and Policy and Incident Management Policy, including Serious | ncidents. The Chief Quality Officer  is responsible for
promoting and ensuring the implementation of Trust -wide systems and processes to enable the Trust to meet its
requirements in relation to clinical governance and risk , up to and including the Corporate Risk Register . The Chief
Quality Offi cer works closely witht he Director of Corporate Governance , and appropriate others, in all matters

relating to organisational governance and risk.

The CQO has a responsibility to ensure the delivery of appropriate training to Trust staff that enables the correct
identification, analysis and scoring of risk, toget hygtemfari t h
risk management (Datix)

Head of Quality The Head of QG is responsible for supporting the implementation of the Trust Risk Management Strategy and Policy
Governance and supporting procedures and is responsible for promoting and supporting the implementation of Trust -wide
systems of governance and risk. This includes establishing dynamic risk management systems and processes t hat

form an integral part of routine organisational and departmental activity.

TheHeadof QGadmi ni sters the Trustdés Cor por at eDefty sDkectBrdogQualityer on
Governance and Assurance  and training to staff on matters associated with: risk assessment; risk grading (and

subsequent escalation or de  -escalation); and the compilation of risk registers , day -to -day responsibility for the
operation of the Tr ustedrisk mahae gemenisysiern (Datir)taedg r ais also responsible for
providing oversight for the Trustds incident reporting.
Sector ADOs/Deputy Sector Directors are responsible for ensuring that appropriate and effective risk management processes are in place
Directors  of Ops in their designated area and scope of responsibility; implementing and monitoring any control measures identified;

ensuring risks are captured on the relevant risk register; and ensuring that local groups review risk registers on a
regular basis to consider and plan actions being taken.

Deputy Director of Managerially accountable to the Director of Operations  for giving authority to Trust policies, allocation of sufficient
Operations resources, active involvement in and demonstrable leadership of risk management and have further responsibility
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Title

Risk Management Responsibility

for ensuring compliance with standards and the overall risk management system as outlined in this Policy and
related documentation.

They are accountable for ensuring clinical risks, health and safety risks, emergency planning and business

continuity risks, relevant project and operational risks are identified and managed. They s hall at all times ensure
compliance with: national regulatory quality standards frameworks as defined by the Care Quality Commission

(CQCQ); health & safety policies/procedures and all relevant legislation and regulation. Secto r/Directorate  directors
have a responsibility to ensure that risks are correctly identified, captured on local risk registers, and ensuring that

risks are review ed by an appropriate operational group at least monthly as part of performance monitoring, to

consider and plan actions being taken. They must ensure appropriate escalation of risks from services or
sectors/directorates to corporate level within the defined tolerances (see Appendix 5).

Chief information officer

CIO is responsible lead for identifying, managing and monitorin g risks relating to IM&T and Cyber security . They
shall at all time ensure the Trust is compliant with national and regulatory requirements and new requirements

under CQC framework. They must ensure the appropriate escalation of risks from services/direct orates to corporate
level.

Senior Managers and

Senior Managers take the lead on risk management and set the example through visible leadership of their staff.

Senior Staff They do this by:

9 Taking personal responsibility for managing risk.

1 Sending a message to staff that they can be confident that escalated risks will be acted on.

1 Ensuring risks are updated regularly and acted on.

1 Identifying and managing risks that cut across delivery areas.

1 Discussing risks on a regular basis with staff and other ma nagers to help improve knowledge of the risks
faced within their areas and the wider organisation.

1 Increasing the visibility of risk management and focusing on completion of agreed actions.

1 Both escalating risks upward in line with the agreed escalation an d reporting framework (Appendix 5), and
communicating with their staff what the top risks are, in a way that can be clearly understood by all staff.

1 Ensuring staff within their area of responsibility are appropriate trained in risk management.

1 Monitoring m itigating actions, ensuring risk and action owners fully understand their roles and what is
expected of them.

1 Encourage the identification of risks and issues by fostering a fair blame culture, encouraging staff to
manage those risks and actions within the ir capacity.

1 Incorporating risk management into staff personal development plans.

Senior staff are expected to be aware of and adhere to the risk management best practice to:

1 Identify risks to the safety, effectiveness and quality of services, finance, del ivery of objectives and

reputation.
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Risk Management Responsibility

1 Identify risk owners with the seniority to influence and be accountable should the risk materialize.

1 Assess the rating of individual risks by assessing the likelihood that they will happen, and the consequence
if they do .

1 Identify the actions required to reduce the risk and assign appropriate action owners.

1 Record risks on a risk register.

1 Check frequently on action progress, especially for high and significant risks.

1 Take responsibility for the ongoing maintenance and review of respective risk registers, implement a
process for escalating risk as and when appropriate to their line manager/appropriate group, and sharing
any lessons learned across each area.

They shall at all times ensure compliance with CQC published sta ndards; health and safety policies/procedures and

all relevant legislation and regulation.

Head of Health and Safety

1 Responsible for supporting the implementation of the Trust health and safety policies and procedures. The Head
of Health and Safety is  accountable to the Director of Workforce and is responsible for promoting and supporting
the implementation of Trust -wide systems for health and safety.

1 The Head of Health and Safety is responsible for developing an effective health and safety management system

that is compliant with statutory requirements.
1 The Head of Health and Safety is responsible for providing support and training to staff on matters associated
with health and safety: risk assessment

1 The Head of Health and Safety has day -to-day responsibility for the management and oversight of the Health
and Safety Department.
All Employees (Permanent, T Al Trust employees including permanent temporary or contr

temporary, voluntary,
contract)

awar e 60 a nogerate n the identification and minimisation of risks.

1 Staff are responsible for ensuring they are familiar with significant local hazards and know and use safe systems
of work. If staff identify hazards or risks in the workplace they are responsible for taking immediate action to
reduce the risk, (for example wiping up a spillage, warning others or removing and reporting a piece of
equipment identified as not working properly).

1 Atall levels, this will be best achieved by harnessing a cu Iture of honesty and openness whereby any incidents
involving acts or omissions which could otherwise have been prevented may be identified quickly and corrected
in a positive and responsive way.

1 All Trust employees have a responsibility to correctly ide ntify risk, the scoring of risk and compliance with Trust
controls.
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Appendix 6

Definitions

Acceptable/tolerable Risk is the mitigated risk remaining after all reasonable controls have
been applied to associated hazards that have been identified, quantified, analysed,
communicated to the appropriate level of management and accepted after proper evaluation

Risks identified at operational level with an initial risk rating that does not require escalation
will be the responsibility o f the individual Division/CSU/Department to decide what level of

risk is 6dacceptabl eod. In respect of strategi cChafnd

Executive supported by the Executive Directors and other key individuals with delegated
responsibility. Acceptability is defined in accordance with the Trustdés defined

Adverse event is any event or harm or circumstance leading to unintentional harm or
suffering.

Assurance is the means by which the organisation, Board of Direct ors, Trust senior
leadership, manager, or clinical lead knows that the controls designed to manage/mitigate

risks are effective and being properly implemented. Assurance can be defined as positive or
negative, and internal or external. External assurance is generally considered of greater
value due to its objective source.

Board Assurance Framework T The Assurance Framework provides the Trust with a simple
but comprehensive method for the effective and focused management of the principal risks to

meeting their objectives. It also provides a structure for the evidence to support the Chief
Executve 6 s Annual Governance Statement.

Clinical Risk is the chance of something happening to a patient during NHS care that could
have or did lead to unintended or un expected harm, loss or damage. This is a broad
definition that may range from dissatisfaction on the part of patients at having to wait so long
for treatment or at lack of communication, to undergoing the wrong operation, or suffering
permanent disability  or death.

Consequence (Impact ) isthe level of harm that has, or may be suffered and is measured
atthe Trust ona scale of 1to 5.

Controls are arrangements and systems that are intended to minimise the likelihood or
severity of a risk. An effective control will always reduce the probability of a risk occurring. If
this is not the case, then the control is ineffective and needs to be reconsidered. Controls are
intended to improve resilience.

Controls Assurance is a holistic concept based on best governance practice which conforms
with the Combined Code of Practice on Corporate Governance and the Turnbull guidance on

Internal Control. Itis a process designed to provide evidence that NHS organisations are

doing their Or easonablemselves ® méet theio objecivessagdeproteds
patients, staff, the public and other stakeholders against risks of all kinds. Managers need to

put in place control strategies that will offer the best chances of identifying and correcting

errors at a reason able cost

Gap in control is deemed to exist where adequate controls are not in place or where
collectively they are not sufficiently effective. A negative assurance (a poor Internal Audit
report for example) highlights gaps in control.

Gap in assurance  _is deemed to exist where there is a failure to gain evidence that the
controls are effective.

Hazard is something that has the potential to cause harm, such as substances, equipment,
methods of work, and other aspects of work organisation.

r
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Health and Saf ety risk assessment is proactive examination of the risks arising from work.
This includes risks from activities, processes, workplaces, equipment and people at particular

risk. Health and safety risk assessments inform the risk register. Where a risk h as been
identified in the health and safety risk assessment, which is unable to be controlled to as low

as reasonably practicable (i.e. the control measures identified in the risk assessment are

unable to be implemented locally), the risk must be entered o nto the risk register. Where a
health and safety risk is entered onto the risk register, the health and safety risk assessment

must be attached to the risk entry.

Inherent or Initial R isk is the risk linked to the activity itself without the applica tion of
controls i.e. when first identified.

Inherent/Initial Clinical Risk is the permanent or currently unavoidable clinical risk that is
associated with a particular clinical investigation or treatment. It is the risk from undergoing

a particular procedure in ideal conditions and performed by competent staff using the most

up -to - date research, equipment and techniques. It can be considered permanent or

currently unavoidable when used for the purpose of risk assessment. The risk that should be

targeted by clinical risk assessment is the risk that is added to the inherent or initial risk and
results from, for example, a poor safety culture, poor communication and teamwork,

inadequate supervision of inexperienced staff, unreliable equipment or an unsuitable

environment.

Internal Control is the process effected by the Board of Directors designed to provide
reasonable assurance that the T r u sdbjécsives will be met with regards to: (1) Effectiveness
and efficiency of operations; (2) Reliability of financial reporting and (3) Compliance with
applicable laws and regulations.

Likelihood is measured by the frequency of exposure to the hazard or the probability of an
event occurring on a scale of 1 to 5.

Mitigated  or Target Risk is the remaining risk when all reasonable controls have been
applied 7 when the additional controls to mitigate the  residual or current risk have been
applied and are effective i.e. the point at which the risk it is judged that the risk can be closed

or accepted . This may be described as the tolerabler isk. The added benefit of additional
controls must be weighed against the cost.

Patient Safety Incident is any unintended or unexpected incident that could have or did
lead to harm for one or more patients receiving healthcare. It is a specific type of adverse
event.

Principal (Strategic) Risks are those risks that can adversely affect the achievement of the
T r u s dopaate objectives and are identified, assessed and monitored by the Board
Assurance Framework.

Residual or Current  Risk is the risk remaining after th e controls put in place to mitigate the
inherent orinitial risk are fully effective. The current risk status can be changed at any time
if and when the controls change.

Risk is the likelihood (probability) that an event with adverse consequences or impa ct
(hazards) will occur in a specific time period, or as a result of a specific situation. This event
may cause harm to patients, visitors, staff, property, or have an impact on the Trust

reputation, corporate objectives, stakeholders or assets.

Risks di ffer from their hazard in that the former is the calculated probability of the event
occurring whilst the consequences or impact measure the effect of the risk being realised as a
hazard. Put simply, hazards represent risks that have been realised.

Ris k Appetite - at the organisational level, is the amount of risk exposure, or potential

adverse impact from an event, that the organisation is willing to accept/retain. Once the risk

appetite threshold has been breached, risk management treatments and busin ess controls are
implemented to bring the exposure level back within the accepted range. The risk appetite

may vary according to risk type.
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Risk Assessment (see separate entry for Health and Safety risk assessment) is the process
by which risks are prior itised and then categorised through the application of a 5 by 5

calculation to produce a composite score out of a maximum of 25. (25 being the most

severe.) The risk assessment is based on the probability (likelihood) of a hazard occurring on
alto5sca le, multiplied by its likely consequence or impact (severity) which is measured on

a similar 1 to 5 scale. An account of the criteria for obtaining accurate measures of risk and

severity of consequence or impact can be found in the Risk Management Procedu re.

Risk Management is the systematic identification, assessment, treatment, monitoring and
communication of risks. This process is followed by the application of current or planned

resources to effectively control, monitor and minimise the overall likeli hood (and in some
instances, impact) of the identified risk.

Risk Owners 1 are throughout the organisation in accordance to the accountabilities and
responsibilities. The  Corporate Risk Register  is owned by the Executive Directors of the
Management Exec utive andthe Board Assurance Framework is owned by the Trust Board of
Directors.

Risk Register T is a management tool that allows the Trust to understand its comprehensive
risk profile. It is simply a repository of risk information linking risks and c ontrols for the
whole organisation.
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Appendix 7

planning; incidents; complants/PALSs; claims; external audit/review; internal audit; regulatory standards framework; Né@Brkcanational/local alerts. These are examples

uRisk identification by station/sector/department/drectorate- clinical or norclinical. Could be identified from various sources, such as: local risk assessments; business/project
and therefore this list is not exhaustive.

in control, by relevant manager (relevant manager to be locally determined, dependent on the area of the Trust). AsS@med/aers(s) may not be the same person as the

uRisk entered onto Datix risk register by risk ownaifter approval of risk articulation, grading, target risk, review date, key controls/mitigating actions to address idgafified
risk owner.

N

alevel 1 riskLow risks (current risk score3) are managed and reviewed by the station/department via local risk registeirimum frequerty monthly.

ulevel 2 riskModerate risks (current risk score6} are managed and reviewed locally but also recorded on the directorate/sector (or equ)wéd& register and reported
monthly to the directorate governance and risk meeting (or equivalent).

ol evel 3 riskHigh risks (current risk scorel®) will continue to be managed and reviewed locally (minimum frequency monthly) and reviesrgtllynby the operational/
governance and risk meeting/sector (or equivalent).

/

divisional risk registe2: submit as a candidate risk fescalation to the Corporate Risk Regisete-escalate the risk back to the directorate for local management. All

ulevel 4 risk Divisional risk register gatewayBignificant (or ‘red’)risks (current score 12#¢ considered at corporate level and a decision made 4sdocept the risk onto th
significant risks are reported monthly at the corporate governance and risk meeting (or equivalent).

'red") clinical or norclinical risks. The Executive Risk Group evaluates candidate risks for the Corporate Risk RegistoanidAssurance Framework (BAF) and either

ulevel 4 risks Corporate Risk Register gatewagignificant risks (current score 15+) are evaluated @ttty RCAG meetings as the gateway for review of level 4 (significTt or
accepts their escalation or elsscalate to the divisional risk register.

ubevel 4 risk Corporate Risk RegisteExecutive Risk Gromp5 @A Sgd G KS / 2Nl NI S wAida|l wSIAAGSNIFYR . ! C Yzyidlkie G2
risk.

alevel 5 risk Board Assurance Framework (BAFY J¢le ]u %o
Corporate Governance. The BAF is a 'top down' risk register. Each BAF risk is assigned an executive 'risk owrledn tBadBAIS is monitored by the Trust Board and it

S]vP }v dEueS[+ «SThe BAP is ojvried Y Ahes Trust Board and maintained by the Director of%r
O2YYAGlGlSSasy FyR aONHziAyA&dSR o6& GKS ! dzRAG / 2YYAGGSS isRafdetfie, dnd réviewsNiis Bitdebist anriualy. SF F S OG A @ €
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